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Electronic Medical Record (EMR)

Care Delivery Organization (CDO)

Clinical Data Repository (CDR)

Clinical Decision Support System (CDSS)
Controlled Medical Vocabulary (CMV)
Computerized Provider Order Entry (CPOE)
Pharmacy Management System (PMS)

electronic Medication Administration Record (eMAR)



ol EMR 1 (gl ae gazme 55 9 035 5l & Ghate 358 o0 3wl Hlay Lew g S EHR

S i 5 ol a5 aded S 0y 350 r (515G WCDO Law 5 oS

Jols caliee e 51 SENBI (65T paz b oSl 53 6 Sl 5 by amde )b

51SO/TS 18308 ikl Cay ylw 4 4 5 b ol plo . LT o Cows « EHR 5EMR

p—lr:ii“’&ﬁr:-;‘}:@‘v‘:"‘w Sl Dledbl 5 s ke (Sla e el Sla Jodos
sl azsls o)l EHR sEMR (PHR 4 sl oS Glow (K53 0 5 47

Sl Obyd g cwnlog S Jow

il s Sl 5 (6 ol g Sl Jio bl Ol oo 1y 60 Olays 5 Codlig

¥ o s 0lys 5 Csldg sle ol e 0B s 4yl e ol s sla Jhe bl
JJ‘,.»;@M. & dowd

uUJ..:cJ.L»Q.ll)::(‘ﬂu«.u,wd§.1Qlj.:.o@J\}\Cj)ﬂl)sdsjjgsuubﬁ o
o3 S sa e Ale S (6l Laly 6 b 51 0leys 5 Cblag la

&}.&@‘f“éj\&lﬁ&bﬁ)&})

Sah e byl 2lg sl Sdl e 08 AsST 3L s 4, SAS I Al e i

! Personal Health Record (PHR)

? Health Information and Management System Society (HIMSS)

* Software as a Service (SaaS)
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' Platform as a Service (PaaS)

2 .
Infrastructure as a Service (laaS)
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? September 24,2010 title: Cyberworm “targets Iran” (October 5,2010 title:
Stuxnet : Fact vs.Theory)

} September 24,2010 title: Cyber attack appears to target Iran-US tech firm

* October 1,2010 title: U.S. power plants at risk of attack by computer
worm like Stuxnet

> Symantec
® Industrial Control Systems
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Microsoft Windows 2000, Windows 95, Windows 98,
Windows Me , Windows NT , Windows Server 2003 , Windows
Vista , Windows XP on 32-bit Platforms
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* Supervisory Control And Data Acquisition (SCADA)
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! Microsoft Windows Shortcut ‘LNK/PIF’ Files Automatic File Execution
Vulnerability (BID 41732)

? Microsoft Windows Print Spooler Service Remote Code Execution
Vulnerability (BID 43073)

® Microsoft Windows Server Service RPC Handling Remote Code Execution
Vulnerability (BID 31874)

* W32.Downadup (a.k.a Confiker)
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Certificate

| General | petails || Certiication Path |

.
Certificate Information

This certificate is intended for the following purpose(s):

*Ensures software came from software publisher
*Protects software from alteration after publication

* Refer to the certification authority's statement For details,

Issued to:  Realtek Semiconductor Corp

Issued by: YeriSign Class 3 Code Signing 2004 CaA

¥alid from 3{14/2007 to &/11/2010

[Install Certificate...l [ Issuer Statement ]

! Server = A\wincc - vid =winccconect -- pwd = 2wsxcder
2 Programmable Logic Control (PLC)

* Valid

31



-t
4|y > 4> Stuxnet c:p@y};%lfm.o:)ﬁUSBﬁb;gﬁi‘SU_,,K;A
ST or (oS 03T gl 4 ) sls JB Olse

%System%\drivers\mrxcls.sys
%SystemY%\drivers\mrxnet.sys

S o S 5 Dladedia b 5w &S5 Ol g 4 [, MTXCLS.SYS 6 s

Display Name: MRXCLS
Startup Type: Automatic
Image Path: %System%\drivers\mrxcls.sys
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Display Name: MRXNET
Startup Type: Automatic
Image Path: %System%\drivers\mrxnet.sys
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HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Serv
ices\MRxNet\"ImagePath" = "%System%/\drivers\mrxnet.sys"
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%DriveLetter%\~WTR4132.tmp
%DriveLetter%\~WTR4141.tmp

%DriveLetter%\Copy of Shortcut to.Ink
%DriveLetter%\Copy of Copy of Shortcut to.Ink
%DriveLetter%\Copy of Copy of Copy of Shortcut to.Ink
%DriveLetter%\Copy of Copy of Copy of Copy of
Shortcut to.Ink

%Windir%\inf\oem6C.PNF

%Windir%\inf\oem7A.PNF

% Windir%\inf\mdmcpq3.PNF
%Windir%\inf\mdmeric3.PNF

4—3)‘.‘.5°>JJT{":"'“:"‘REgiStrYJ>3”JQCM"‘E}SL%‘WJHJ&B(’;JJ

23,8 o D)o 6,3 i b o SUDKEY 1 el s 15 s 53 3l

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\
Services\MRxCls\"ImagePath" =
"%System%\drivers\mrxcls.sys"

33



e HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\
Services\MRxNet\"ImagePath" =
"%System%\drivers\mrxnet.sys"

a8 r el e 53 55 B35 5 90

e iexplorer.exe
e Isass.exe

)o)ﬁ‘ﬁ‘jé}b‘a)}é\c&CJjﬂ)‘\bjﬁlf)}‘ﬁ‘&lss\:.ma'égistuxnet

http://[C&C SERVER ADDRESS]/index.php?data=[DATA]

il 5 e ela DATA

S9s Jolo e dnn @

Sl el
&ﬁc}ﬁru o
SCADA i3l ¢ 5 035 s 31 AT sl 25 @

Jﬁjﬁ&.&gh@)lfmlpw)a—l' °

o~ 255 oo dlayl 5 18 50, XOR b ¥) S oS 51 oalinad b Sledb| !
SIS 5y Dslize (LYY S S, Lo 5 LI XOR b s C&C 5, 3l o 2L )3

.g,..»\>}?}“;}JTW,“V\:~o;\:,\}.dllL;L,a&_lé);u,\:lfd\pﬁ«fou

lays oS misle Lol LAY Dy o b Sl e S ol il 4 a8 Ll L
ST 15 LUl cdizs 0T C&C

e www.mypremierfutbol.com

! Command & Control

34



e www.todaysfutbol.com

t_}"M’t""l‘l"\"‘}sgr‘g};})JbM‘wa‘d\alf.)’)‘m(j&c)jﬂ
OT Do g A8 53 352 50 sl o5 51 (SS Gl 6l p ST Sl i craly S
= 253 OT 5L sl o307 (e ] 16 S5 il 93 £ 5 5 o

A

338 03l b ot & dal g o 45 WRPC 51y 2t Oy 0 Ul 55 el
el ) 5 sls pldl Wl 5 o 55l 53 08 G113 5l ey RPC L3580 o eslin

das

¢ osls @

¢l s pis @

N LRECRES I

¢ ols p oll @

dsass.exe «.dll L6 e 5,5 @

cslol dll L eSS gl a5 )l SoL @

Sl 510 0 P Sl e 0l 5D ol Il B 5IYY e aa ol )

(555 oo oslimal Koo

(S Ol g Sy Sy s a @

oS 5 SCADA 15510 548 ola 5 5eelS L oS a0 558 5l 05 2]
A e )8 Ooda |y el ol ez L O o ba Cllad o s 5 J 287 (6l 5 pias

(:j_SoJ‘J el_i\i);Yﬁ-jd«,; 3L sl (i e Q’J)TQ'“’“‘.&UW
ST o 8 el i3 e 5l sl B L g esls il Siemens Step 7 13!

! Remote Procedure Call (RPC)
2 Querie

35



(o s Sl ol 3L StEP 7 1530 0 5 o 54 15 (sla o 4y ST o 330 oSST

deuajjﬂfljbéljl)udT,\f\:wli

GracS\cc_tag.sav
GracS\cc_alg.sav
GracS\db_log.sav
GracS\cc_tlg7.sav
*.S7P

* MCP

* LDF

xme IS i & 55 PLC w1 23 52 087 Rootkit oSG wiles Stuxnrt
PLC.AJ@QL@%}L;%);QJ_&@Q)LESCADAL;\_QMLJSJ
“\-‘:‘L,";‘6“5—,’,)"‘56)"')°'L‘:L}:$‘ii°udﬂ)“uj‘})"ti}j‘6¢“‘6j}:;‘\§

AS o J S s ST 3 senle gl S

ol elbs e U 505,85 JmS 1) e (PLC 55087 i g LS p 57y

b e LSl 2 e e G o

55 @3, e asl sl Ll L1, 0T %oDriveLetter%\~WTR4132.tmp
1S o ks NtdILdIl s kernel32.dll

:Kernel32.dll ;i

e FindFirstFileW
e FindNextFileW
e FindFirstFileExW

‘NtdILdll 3

e NtQueryDirectoryFile

L API

36



e ZwQueryDirectoryFile

riobasiabls 6035 &Sa ol S @S L er 1) mlg cpl ol 57 S

"Ink" L b LBeL o

"AMP" gy b5 "~WTR" L 6 i ST @

o 5,5 dll o6 o %DriveLetter%\~WTR4132.tmp 6 o8 0T

ml el sl Stuxnet s 58 o o) 5,4 %DriveLetter%\~WTR4141.tmp
sla Loty "LoadLibrary" 5 -l gls 4 5058 eslizal &gline 63,55, 51,8
wly s S Gl Jool sl s dIl L6 o180 6l 1y 63,08 gls ali
(ol ol sl &7 ol L U L 1, LoadLibrary . 5es 5" Ly« NtdllLdll
LA EIN s disk 53 () E b 6l ol Sl ys fb ol AST o Sl
(3,15 Sl La Sl 553 51 B ol o (51550 4 45 NtdILAIl & ot L3 e
(mal 0l o 53 5 a8 e, 0T 53 M oS ol dlabls 55 4 oK 51, dl L6

)‘ .-\..':'JL& J}lﬂ.ﬂ U‘i‘ L;\thdlldll BEREW Ja..':'je C‘}I "\5@ 6)‘_)?Jb

e ZwMapViewOfSection
e ZwCreateSection

e ZwOpenFile

e ZwCloseFile

o ZwQueryAttributesFile
e ZwQuerySection

P N S S P PK P ST FY PR S PR E I P 1) e
) sl G T 5 5058 3,5 iy b 055 595 54k 4 Iexplorer.exe « ;1)

* VP.CXC
e Mcshield.exe

37



avguard.exe
bdagent.exe
UmxCfg.exe
fsdfwd.exe
rtvscan.exe
ccSvcHst.exe
ekrn.exe
tmpproxy.exe

LSS

l_ijoij_}T\hfg_:;}J:g\ e 4L USB (sla gl )5 is s 05 5 S L Stuxnet
At o] LLE (gl 45 (gl bl gl &Ks 55 ous wxaldE ST 2il w gla Lo

..5}2'& T M""'

ks Al gls L6 & »» shardcoded L6 ¢l 5 2

%DriveLetter%\~WTR4132.tmp
%DriveLetter%\~WTR4141.tmp

%DriveLetter%\Copy of Shortcut to.Ink
%DriveLetter%\Copy of Copy of Shortcut to.Ink
%DriveLetter%\Copy of Copy of Copy of Shortcut to.lnk
%DriveLetter%\Copy of Copy of Copy of Copy of
Shortcut to.Ink

1 .
Email

38



Ale) 35 1y La 05 SOT wlas o Uly 4 (gl amel y U Laglys ol a8 ol Sen
Jeb 6l 0sSKT Jioled sl 03,8 o )15 w2 3,50 (Windows Explorer
I, %o DriveLetter%\~WTR4132.tmp o6 sl = ks &1, 5 . Ink sl
S Sy Y Y S O™ BN W O W S SR PP
sedd oS sbule LB sls gl s &S ol DriveLetter%\~WTR4141.tmp

sLiaal yznn (258 55 ol BB pl i3 h (o (55150 o ool il 3
AS" o Je= 1, JMicron ;Realtek ..

cj}&_ﬁ\Asdooéhh‘o&lwsljr.&RPCUFS&J‘WC;J‘
%System% asLs ay o6 eSO das o ojlal 45 5576 s 0 en IS 51yl
Al a0 T 5 5alS 51 fo 55 03 08 (o5 Sl e sd s iy o selS
cj.g.:WBEM ;J"f_}gigij‘r.hr)_gbobj\&Bde‘ﬁ‘d‘ﬁ)oéﬁo}m‘uJ}'%K
.)ﬂ@

‘u.&.._:a,;o.\_&ulf&\,«_&\@\_;M_wig};o;f.s&fpwsmxnet
Db oo e ool AL L6 &K Chd 530S 5 L Ol

%DriveLetter%\ “DEFRAG[RANDOM NUMBER].tmp

oS 316, sl 5 0ds lulis ¢Sy OT Sleslizal b Olaslgs 457 oy &Kzl
C’_;-w‘eJ}JTUSBﬁbJ‘)JevU)Lo.ji&QJ‘JJ‘}L&\aJ;;br;a‘a}‘.«U‘j‘Jﬁ
;|M}°>1x\,;ﬁt§¢w5|dzﬁgquSB},_,uaii&,Jp,%;,u:;\o;t?uf

S o SSL ) s 55, T

' Microsoft Windows Server Service RPC Handling Remote Code Execution
Vulnerability (BID 31874)

? Microsoft Windows Print Spooler Service Remote Code Execution
Vulnerability (BID 43073)

3 .
Remote code-execution

39



ool et i 0T odomy ST 0555 & Sl OTSTUXNEE o sas )3 a2 5 6 S5

MJHlu;asj_;-ju;qas):.a\,;,s-,m\b\\‘ d;jj\‘?@)l:)%;a\af
.:ﬂ.\.al‘,ﬁ-ﬁfl.;o:}ﬂ

S5 gl

5o Sl 550 42 855 (ol b ole als o sl 555 53 Sdley Sl S8

5 ESlor Lo &S 5 e 15,5 w0 e StUXNRE ) el ~Slol 6l 658
A el oS s S 5158 il Sile 0S8 4 1 3 Slided gl (S S
oS Sy T 53 Pl sde s 5 ok =Sl e w4, Print spooler s 4y T

.3},&o:l:;;v\x{é:;s\@b)j})qjarnlfopjjb}

A0S 035 Ly lalid 4 3B s s s A (aleS 05T on 4 S
L5 S o Sl il 5 oo s Ol 5 01l e Lo 15 sla lled ol
s e S ol e el

68 o (sl o AutoPlay L AutoRun ($5,5 05 S Jlss 12 @
bl L6 slaglys 55 1l BB sl b L5 5 sl !

‘;L:so,,_w,g.WSetup&yj\&@\?&ﬁsux\,sos;dwﬁ‘; °
SETUP sl ot s 3oy S5 Lo 503,87 Jld 1, "7 il b" Il g
235 s

okl ol Sl Bl 5 Jele 0t pdy ConT Ll #Oo) @

' Microsoft Security Bulletin MS10-046
? Microsoft Security Bulletin MS10-061 (September 14,2010)

* Administrator
* Read-Only

40



03,5 Jd 5 Dda ol S5 gl ol 55 s 9 LS L1530 05 Slos S5 4
W Gl Sy e o AT s il 6l Qs Sl S S
s IS a Iy HLas padein pds o] LS 1 eslizal ¢ 5w L Stuxnet
ek S ol s A Cel KlS (e 5 sl e Aoy

e Microsoft Security Bulletin MS10-046

e Microsoft Security Bulletin MS08-067

e Microsoft Security Bulletin MS10-061
,J\U\;;mmlpmrﬁc&c Sys a5 6l (wydT s o s
31 4 docal hosts |l as 05,87 LI L 5 odd 5 g b b s
1355 0313 s a5 127.0.0.1

e www.mypremierfutbol.com
e www.todaysfutbol.com
u:u}&?;}é?)}g;'}jfcb&j\&;j?sadm)ﬂ}n)j‘obm‘

dictionary Louglaje, ool aS s a0l )5 s aadS (6l dil
V.Aolﬁ)lfé\ﬁ‘du&_&J;}a;}gq;zf;&uubpls@,\,guattack
sl Sule sl @

oo 93 ol a8 Olejla (gl o s o S5l 313555 Dbl aen
Ao o5l (gla e g e 4 L 5 0387 3 gen Iy 56 5l enlizal L 1) LS ges
.vu,a:@qil)!c)uv\scafg«f

5 01psLS s (2 3,15 OO L administrator ., pb L s 5 A
.ul{cﬁl:\)(aj\(wfwscbdkﬁ;&ﬁ\i.\ib.v.ml.amljﬂ

SIS S sl 1 5o s b g mbio (6,18 &S 281 05 8 lab 2
505,5 o3l g s J 28 6l Cad 51 GO s 53 T (5L OT
A1 1y b OT a4y o s 03lml a5 50nlST b 5131 dm a5 s el e

LS on S 53 Il (S35 S g e 3 5 03,8 lab 8

33 s OT ol Aoy a8 Slej B eds Iy b s g 5 LSS ade o 5

41



L OT s (s L 503,85 e 1o 1) g e OF il 00 il
s led 3 9

&S SLa ety o2 iags DNS 5 Mail FTP HTTP & somas oo s s o
Lls s ol el s abios adoon (ol s dien S5 50 4 e S5
o OT & g w3 oJlg 26 Lo 5 o 510G 555 0 5 8 8 a5 )3 g
Aol d s

dob sl a8 S S sl asl Cod g 3 s e €Ml i S
.exe c.bat ¢ .Wbs o prer Sluag S Gl e bl ol 5l desens
s oo o3lizul SCP . if

23 ST it 58 56,8 sl Gl o a1 03 3T (1o 5 el
La 0T el ol tadae So T 0ds Co by 51487 Slas b s S dlg 5l 4K
S S sl 1,

Olgs Sl 5 1y o s Gl Oy e 53 aS0E 55 & 0k 51 05,55 eslizul
Sl e e e s ey Koo (ol of8s Loy b S o
LS ozl b o&ws 1w b1 65l 5

S i

LOT 5148 305 ¥ s 3 805, &S 4 5 s Stal U287 5 Sl 51 6,8

(#3515 AT ag) 5 s Sl Juld ¥ plissd o5k " Gos 3 g0 Ol

aﬁwu;)m;L;uwcus_ﬁ;@méucwuuwpgdﬁs‘@L;.u,.‘.,_“s:

":"“"|"'}LSJ'I)KJ"J‘A}Luw'éuﬁ“ﬁ“‘wﬁﬂﬁwﬁd‘}ﬂu

Gl S ol s 4l p a5 et 5 el (g5 e J ST (S 5 s 0

42



dnk 6 (& pdy o 31 S S (8 ol LEST

Lgv\.'éj)'\c&l.?-q\e-J.:GLgLa‘,.Lbsbj:f)LM\d\jcggrfb\éﬂ\(;

o el gl wl b cba gl adsy ysautorun.inf L6 e slul &7 0 51

-5)-3

g\)u;ﬁot};wguwﬁgfupu@&mdu&_uLgb?\ét,g

o un s oS o&n sls 15 b, ysautoruninf LB eSS L ol L6 &y s
5l it Ol e 4 (S S8 )5 Wilgm &S 1 (6 ST a (kST e 4 2 1y autorun.inf
QL:L&PJB}?[{}b;@}ﬁijzu\i“}L;LAAfQﬁmA}aJ)glgchb)ﬂQb}:mb

.M;@Mb\‘ﬁ&qﬁ@ow‘honj)ﬁ

o il o=V slautorun.inf L6 s lunl MZ L6 Osls 13 L & uS k!

on (S e w o yautorun.inf L6 adn s 87 o8 a8 s eslil s pu 3 5
Lesl 53 a1, Ol 451 Sl s LS 5 4 S aish okl sladS Ol gie 4 1, MZ ,slie
s IS 55 ol ey autorunidnf L6 5,50 5 amio e bled o |l el 6

23,5 edalin )

rautorun.inf L6 a=is .

goooooo0o: 4D5A9000 03000000 04000000 FEFFOOOO MZp......... V..
oooooolo: Ba000000 00000000 40000000 00000000
oooooozo: oo000000 00000000 00000000 oo0000ooon . ...............
ooooon30: oo0o0ooo o0o00ooo0 Ooooooooo EoQOooon ... AL
00000040 OE1FBAODE 00B409CD 21B8014C ChD21546% .2, . . 11, . LIITh
00000050: 69732070 726F6772 616D2063 616EGEEF  is program canno
ooooonen: 74206265 2072756E 20696E20 444F5320 t be run in DOS
ooooo0n70: eDEF646S ZEODODOA 24000000 00000000 mode. ... $.......
000000B0: CF7A777C B8B1B192F 8B1B192F 8B1B192F Izw|l..-1..-1..~
00000090 ACDDE42F 9D1B192F ACDDAZ2F 9C1B192F  -%¥d-1..~-¥h-oQ. .~
000000&0: SB1lE182F ED1E192F ACDDREZF DALBL92F 1. .- m. . ~¥lksT. .~

43



autorun.inf L6 3,0

nooo41000: 0ODOASE6L 75746F72 756ESDOD 0AGF6ZE64A . . [autorun]..ocbhj
00041010: 65637444 65736372 6970746F 723D7B42  ectDescriptor={B
00041020: 33313535 33372036 33414220 39353132 315537-63AB-9512
00041030: 2D393941 39203246 34363737 32333541 -9949-2F46772354

00041040: 34347D0D 04 443 -
00041050: 636F6DED 616E643D 2ESC4155 544F5255  command= . ~AUTORU
00041060: 4EZE494E 460D04 SC4D65SEE N.INF.. ~ ~Men

00041070 753D4025 Y7696E6d 6972255C 73797374 u=@¥windirisyst
00041080: 656D3332 SC736865 6CEeC3332 2E6d4eCeC emdzZwshelldz dll

nooo41090: 2C203834 39360004 ,—8496.
00041040 0D0A 55736541 75746F50 4C41593D . UzedutoPLAY=
000410B0: 300D0A 0..

Cﬂ)}J‘LgéLﬁ Qﬂ)j;waij\Lyiﬁ‘Ji\Airbjhﬁ < mAALLacgé)jg‘SLAJstcﬁjéﬁw\Q
Tl o ng.v» W)

2avZdhrnpldcahnGvgzdhRnpldcahn @ gfjjeterq @ srid @
[autorun]
pbiectDescriptor={B315537-63AB-9512-99A3-2F467723bA44}
Menuwicommand=AUTORUN.INF
Menu=@2%windir®s\system32\shell32.dIl.-8496

UseAutoPLAY =0

L=t 0l 1 b Ol s autorun.inf o ous jasein (Ol ws 53 45 AS a5
Lilen Izl autorun.inf cas 5 ) 5eslizal UYL 5 guad 53 ol adein 5318 544

25 sl Ll S A ol BB e e 5 (Jsame Oy BB S

Lol ez il 530 (6l 5 (6,503 i 5 51 i STl codis 5 3,05 ol o gdle

S 50 VU IS 53 0t osls 0L Ol 551 Soly s 3 .S o o3liiul 545 Ol
Bl SIS Canly (50 4 50 b 525 €5 5 Sl el L s AUtOPlay
%Windir%\system32\shell32.dll,-8496 .. ;s ¢ sews ml5s
dn (S 5n oalin o 53 )l 358 o 0> 5 gl )3 45 5k Oler 5 ol sl

3,5 dal s edalin |y 03 ST s g3 Els o gl alr b6 5l sl

44



S

[ contr, Expand

| Docur Open

(2 Admin 48T prampt here
J My Docum Search. ..

‘jMyNetwu e
2 Recyile Bi Open

Sl ods 6Lsl pte ol an &5 oS bl Lo g5 (03 S5 Sy s ol 51 S
Gk 0S5 ST ST 5155 0555k 4 pll o ST a5 45 0 LS w5 Sl eslizal b S
L gmes 503, 5L 1y 5 skl o oy K a5 0 | >l AUtOruninf L6 ;s
&L1, 5> AutoRun s AutoPlay clebs 4 o 5 ol Codtd g s o Siulai 1) gl
b or S GaS e an B ol 058 Jleb b Dy p 55 o ils S Ol
el el e BB eyl

S oS 0,851 G 5ed WAS ola 33553 505l 55 48 ol S5 4y p3Y
2K 06 i T i e IS S Sl il ) &7 Sl ok e
S e o3l (B b slads 5 sl

! BID 43073

45



0
464 o WINdows 7 o guy 3l y9ue

Windows Windows 7 sLus J e 33 4l L oS Coley Sl oS5
el o s 534S Sl dan 4 plonil e b s 513 255 Server 2008
oo digr B IS L g5 485 w55 o gmn cdns OLL 358 oo e il Sst s
..L&Lgolﬁijc_,m:Lg.a.\.g:.»gsg.:.dQm\gw&bc&hswbsdﬁqu)U\
50l ods OS5 ol OV g 3l Al ol s JES (el ol 5 s wis
S el ol DU gl il sl bl 18 0T Cabae ol 53 ¢l s J 58 O oran
Gy s s asdS 5 a8 L el o i 55 b g o5 ST 21 5 ol e oS o

-’t:l'Lw (‘.\5‘ QT a)\.:j.s LS’LJJL' 4 s
i 0350 FESTANT L 5 0315 )13 5 5onlS” glps 15 53157 59005 DVD 1t

NEXt 4aS™s iy 5 s dominn 0T YU 31 e .S (511 oy DVD (g5, 511, 0T
Al ot 1, Repair your computer a8 cgam s ey 53 50351,

=
Windows 7

46



N
Windows 7

W)Uu;bNextuss‘&uwguaulm“u;peﬂﬁw
45" &S Command Prompt 4 5 s, csin

" Batore your computar using 8 vpE mage that o Teated
st

Sewioven | [ ]

47



N Ao o MO WG A BTSN Qe 1o THGR aarier
Windown Hemery Daanaslx.

Chack pour compastes for memcry barthuarn aory

Command Proeat
Cipen & commanc! provpt mecow

_uven | e |

S s 4 35,5 &l m el 1,5 48T LB 51 ub €M el s | 51 s

\)ﬁj)‘,:_wac)\Swl(@\d\ﬁ.%Jgo%wdﬁsJ:u)sa:}&g}\g:.wb

copy c:\windows\system32\sethc.exe c

48



o5 O ol gl Shemd ol bl oS cl S L Y
I-l:.lLaJaJu.’.’.ﬂ‘

Copy c:\windows\system32\cmd.exe
C:\windows\system32\sethc.exe

o3brl 5 03 g3 bl (b o 2y I 1, RESEANt aus™s cams 1,€MA sl o8 0T

5 2sS AT Jiss amio a8 & 58 I8 L ot csale Sy g 4 b Las

U aolid 45,00 1y adS ami o SHift aas™s (s S otalin 1) 5 5o adS ol s
35 0313 i (pt pde LI, COMMAN prompt s

49



Svteh e

ST b ) 5 s el b Dl o 5 ) s aedST ok OleS 0 ST 0
net user administrator NewPassword

50



s 55 S pU ol @AMINISrator auds” gl « 4 Asl wbls a5
b b 35 s o S0l At 0 & sl 50 o, NEWPassword sl
ol ol 1y 558

35 5 35l il esls 48T G s 4alST L 5wy 1, EM 4l e
ety e

ol el e 8 olzzy ws 0T 51 4571, SEhC.EXe Lol L6 b o 5T 5
310l ely 5505 s DVD (65, 5115 s 05Lr53 ST ol plowil (61 o lad Jub 16
o33 Liuls €M o > REpAir your computer ca s jl aw 8" Sboj 5o 8
ST b 0T Sl sl ) ) st (Al

Copy :\sethc.exe c:\windows\system32\sethc.exe

Jj.& LS)"\-" °|) {)L:j} VSM:M 6 \L-w‘ r)\( ‘Q‘j::&? dL«.G‘ LS‘;! Lg:,.l\.é.r DL

51



1

' 992 g 3l oy 092

&l Ikl 5 (6545655 &K Ol e 4 VAAY Jle 5 e sl
ONs o (5055 ol 5 s b me IBM ot gla 5 pulS”
e 05 OLSLS ot ) a5 o sla (50585 K0

.:ﬁf@)\}u@b)}ao%-rﬁéﬂiﬁ

4od\R0

3585 &SSOl a5 0 8 1 eslizal 555 o3l 4 5L ol s

«Kildall ..z <z 5 Gray Kildall bw 5 CP/M Jole s 4855 Sl ks = e
Intergalactic Digital <5 % wul ;i dn Dorothy McEwen i jues of on
ol s o izl g o «,14&s. Digital Research Inc s <" Research
F3lS 5K jledd (g5l 4t Jde 4S5 IMSAL 8080 5 5slS” 5 So 55,5 2 15
s Opons OS b ol 8l (S ap S S S (65l o3l o Altair 8800
Sl ol ey e gl S b o g Joale 0t (1 05330 505 & 5 L 0L s
alie 4l rtim, Kildall co ol 53 8 T 5 5 40 simze (gla 1331 Cdems 1 Sl

A sl

! Basic Input/Output System (BIOS)

52



Kildall ¢35 0a5le OT s 815 6l 633 0o S8 S (55055l all b
Blol 55 1ol Il ¢ Sl Lo alablo g3 U 555 51 (1 48 gama 0,553 b ol

a5 CP/M a |y Ol Jlesel g cCalizes sl

Altair 8800 whit 8 inch floppy disk

system

oz el

Application

Operating System

BIOS

cPU RAM HDD || Keyboard

el ok ST 15 ST S 53 318 5 5nlS e 0SS

558 o e (S8 S ol o 1 S
wtﬁ“&uﬁwﬂgrﬁl;|,,\)~é|¢~sw,'\a>u:,ﬂ|¢ﬁlfl§4§s,\}\p; Al
AT

.s;.wlj\jﬂrjai‘ﬁ).scb&ljw{af&g:ﬂ)lfguubﬁ °

! Read Only Memory (ROM)

53



213 0dge i 1y s wlie Ly ke adBy oS¢ falo (i @

trsl @

wcj_bgj\jj‘rﬁjypcjbjﬂjé‘&wL‘ﬁb\jo‘}'&@c@‘\.&J.Q.’Jb};'.wb

.b}w

4SS e Jaall s sl (S I o313 55 A gy e (5

G 3 Ll o ol s 01yl LSl 5T s a0 gl 1L 1y ol g2
0313 53 505 Tl 03 (65151 S gt 5 039 SKss 3518 55, O e Jolo @
LUl (13 Bl S SIS Slalad b sl o8y K0 g ol s 4l 09 35
Ol an gl & 03,50 odge ) aiby ol b ol b 4 3L oy 3,1 5 L OT L
o_ﬁﬁtﬂl4,.Wo.u:&;,)5\4&6@\6)\916;@;@‘&“;143\@\“),@

AT

W.c,_w\ajf)\,ju:.bwu@;y%&»d”mom 0953 el
oL i b sl 6 (555 2 OT adsl Sleckss 5 Sl ey fd 51 Sledbl el
SMEL el akb s o e i 05 (o 5 kool ik 55 o0 0,53 CMOS
;,T;,,,\wwudb”&\f@.ﬂsﬁomd».\;,,)'L_J‘foaisw\&bw
-Jﬁ@ﬁxww‘{&bﬁwdﬂﬁﬂi&ﬂu

Pl byl Jole s (55105 5b o0

«CMOS Clebs v,y ®
QQM)X‘)DJKAAé}LgJ‘KJ\{ L

?@b)éﬂ%ﬁ#)h&@é}bcsb'ly o

54



¢ POST Silles plail @
3yl aab g 4w POST Sildes

o IS 33 4 (61 S Dalad plad o7 ) 31 Olabl 5 Condy s )
Ry

1) 1) S Slalas 5y Sy = b S e S5 il Jl Y
(8513 1555 4 o paimn ol oV G318 (sla )l 5 SCSI e

i 1 0T oy & B el peaw (lo (5555 5 bs iy (6 5 (G3lo o0l 3 Y
il 1y Caliben () 3l Cdvw Slalad Uy oles 5 b3Sl )5 obly Jule
Osopor Olabd 5 L LUl 65l 8 (oLl clauly sla (555 ol AL
Lo saies (S lome 5 6 SLa oy o les amio o INT 16h) 1S amis

il e Lyls 1y 5 sealS OAE Sy Ole

503,52l 1, POST Slkes OLL INT 19h aiss jloslaal b b 5T 5o

T3 mn (55101 oy s UT oS o s etk POST Slbes 5,05 51 3
5|)u_z,,ou\};gwcwjd\uw.@lﬂuy”o};ﬂﬁSd\gom
L ep1238h b il edd okl ldie $1.5,5 o )50 0472:0000 5T
6_»,_23;}HPOSTQL_.MJJ_\J{L:{‘@.L;;.\@Lg,'\.ulabwa\f;}&@«q.ﬂ
Sl s OS85 0 4 035 0 il e o 4y (551 e ST ioan ST
3,8 o el YU & o 4 POST Sl

(INT 120) Gl s (555 ool il Jlis as @

! Power-On Self-Test (POST)
?> Reboot
* Cold Boot

55



tlzen o5 4x 5l yl)3CD/DVD 5 oo SKeys @
o7 C—-Pfﬂja.\})’b}; Cj_, )
EQT@u)j))@@ﬁT@JujaﬁMw}il{M °

- ..
¢ solulely il 5 oms p

Lg)Uu‘abLg“)_vLg)‘_waﬁ-b@‘jﬁ}ﬁauw%;w)jkdﬁbcgkhjé
Ll ol et ... s BOOt Device, Second Boot Device

il s 5 s 5 ol SIS tn en gk ok aetie oSis )
u_wuj_i»;L;ueti:_wu.us,ufbQT@\)MJ,-;;“;JIKJ\{\,JAL;W
el 2,8 3,55 ol 5l p 5 L 1) St Sl el (S 4 ST Sy 5 e
ol S S )3 ek aiia 5 Ol 4 (e dley (535 ) Jﬂbwsj‘fﬂf
SME L1 Joale s Ll B 558 (0 1SS Jae ) Sy g o 4 5L 5 ST (oo
Ll

J_ALGMQT&.&#)‘JJ‘L‘Q‘JJ_!Gml_‘d)@_k-\_r\jwal_v‘t;é)y)é
" ole e 65185l 3 5L OLL INT 18h aiy Jloyl b kS 1y 1 355 (6,158
..L.fu.n(ﬁ)kﬁ\

OT 31 oS 0920 9 wgpl drgms

255 Saias 3l el S o 5 e Y b 03l & Slus 5 dan s bl
(S s b sl

' Boot Sequence
> Boot Failure

56



SA«M AWARD Q'SJ—& ol u«u‘xb/qq S gd> Qﬁ oj)jn‘ Jj‘ J)S}
258 SLS iman (oS o3liul ) s ey sl « SHIft#AWARD_SW i ol 5
AWARD SW, AWARD_SW, Award SW, AWARD PW,
_award, awkward, J64, j256, j262, j332, j322, 01322222,
580589, 589721, 595595, 598598, HLT, SER, SKY_FOX,

aLly, aLLY, Condo, CONCAT, TTPTHA, aPAf, HLT, KDD,
ZBAAACA, ZAAADA, ZJAAADC, djonet

oS op 03litl 5 g SLIS LB AMI o5 el gty ST

AMI, A.M.L., AMI SW, AMI_SW, BIOS, PASSWORD,
HEWITT RAND, Oder

Méh&ﬁbja&%usuwﬁ\{éu&j@ﬁﬁjsu;)}.ﬁjl
235 eslatul

LKWPETER, lkwpeter, BIOSTAR, biostar, BIOSSTAR,
biosstar, ALFAROME, Syxz, Wodj

15 O e Loy 05,5 3505 oL o L axbls o g il a2l
.r.i\».?:)Ué.ig-;dgjdgb&-;g.}jfjg)}!ﬁ;)y

rpbose 2035 SLIPId (WY

LAWARD 5 5 el u sl ST 505,51 ~IRUN 51, DEBUG 1

r:“fgs“w“..UuT)’bﬁJLqu)L"‘J}‘AMI

57



07017

07117

Q

1355 oo oslimal sl &le 51esb PHOENIX 50 colu e gl B 5
O 70 FF

07117

Q

J__:.Gjd}ﬂ&dudﬂzLﬂjé@%bébwﬁbd‘j‘ﬁﬂ)dh@)@

XP) @)\5“%}11”
070 2E

O71FF

M.).LFAJ)@‘O;‘JKcJ)\JFSAJb}I

SOl S PG (W)

S Sy gl e i 3 2p3ke (6B (23108 5 (a8l 1 L sl e La

58



Y

of yoi (S 1AL oo

SISy (g (52 St 4yl 5 (b o 5 sl 603l 0331 555 228 b
ol 3148 (ool 3l sl 4 sy s cOley5aS Olid 4SS suae gla ESOL Lo 5 S5 Sl
JH.B}J@.\;_J.L.A}.Swaa;}é\cxﬁ@aﬁ:fd}w&ﬂibju\iv\e- éb@bu\:—
3G b (SU Sl wl )l & el (G5 I 555 ol iy Juol oS el o (6,14
Sah o S o jan il gls Slale 3 b

O azis 55,V 5 (5505 4l wele Y Slodss bl w (6)5ld pl b i b Olejen
JW‘)\ﬂAﬁs‘fvéﬂchij‘W}éb..b-\jLLWMW‘JAQ).M
el 03,5 8l oy (o0 op Sl i 4y sl 2B ST GV b gla s 55

.@\Jb)}é—j’éle;wW!j\co:%@%dﬁq}:}o'f

2 00m5s Sl L g a8 Ol 58 (S S (6 MSSL pllss T F o3l b Gollas
155 GolSen L ol (o a (6550 L by g 5o 4 \WAP/VY/YY Tose aedr
S5 G MSSL el el g 3 1) 3 Sl (el (5558 5 S|
ﬁéu;,\xutwu\ﬂrﬁGigb;&sléﬂv&;t{g,._m 13 o g 3557 a5
GNP p o e 53 L eSSk Sl s (U ol ) 8l (550 UL oty Mol
AL oo b &L odge  OT 31 (AL Slas 503 55 K5 SN (5, MSL ol

&ugwcugﬁ,p‘s;)bdn.\%;m,o%uﬁpsu@gwwﬂ
Cosm gl Joam 5 (S sls &Ss 4 558 5l (6,8 o s Coel Oz &S

J_bfj_’ujbﬂl_&f)\f_&:a(abﬂ.&_w)dj_buv_b)rﬁLﬁ‘g.&.f@fb;&‘
Sliwbie a8 s OLe paes SVl 5 g 1Ty s OT b dieas 0l 1 b (slackis 5

iz (63 4308 Jlu 53 Olgar Lt (sla ) 5387 (6 28513 S 0 (G g 51 ST (5T

59



63JﬂbQTJ\J@QM¢Y~\~ Sl (G513, MS o iy a5 das 0 0L (ol

el 03l 5 3 )

213 5 3@l el O 0 S5 S (ISl L TP esle ) o S

O o g 1y ST a SLedbl (6555 a3 5 doys K L b ol 0k (el
B OL5 5 55 51 5 03505 el O ke (sla Cluo DUl 4 lome b 3545 (sla 4 5
S s sl ol e (s ol 6,5ty Ko S (SU Sl oslizal
Sl (S3lmme (sl 53 O )l 4 il ol ¢ T Glals adS Lo 5 s S 3
;.Jl_m>4_3Mjl&bélﬁjjjcggﬁjjz.m;wdwfﬂm.}o;ﬁ;_ji]a

s oo o)lal ek oo sas Sl 5 SL gl

PR C1oy s

Lo 31 513 DS ol g5 55 @ O 5 A8 2n i &S5 5 ] gla (5015 89S e

A e oo 5 et (b3 ke S 53 S5 ST e e s
ol 553 51 asjle el bty ar gla Sl 53 cpl sl (6,108 o s
i 6l aLas o calls 3 58T (6l (018wl cpls ol (sl STl s
L oL sl s O 05y Doy o 52 457 (ST 48 3 el 53 CS 0 amn g b b

28 o w4 6 Ks i)l sla oyl

1 Sokie! S 7 b T e lo g

o slacd a o s (Sylzel (sla Syl Lo g T Sl 5y s byl SIS Coa
plol Slais 5 5 L Sl o8 i pn ol b 0T oy Lol e Lot (SOL gls ol

o35 S S Uit 0 50 Lo 5 Ol (slay 5587 2ty 55 (Lol LS Lk

60



Jla)l s paseia Sloj la 0,55 55 (Kb Clasi )50 5o 5|y 5 Uisd o Cablons
ar s Lllogs o S )8 Gl by p 4 dob dsl 5 Clao colo 4 0T
gl L Sloma b gla St 5l Lk Olizmas 03,15 3 205 01 a1 53 056 o) oS!

S (6,8 e 06 Ol

S5 ol Sl 5 KT (Sl sl b b ol LU (6515 Lok aiy

DM Slome b JUasl 51 (6,8 sl (51 o o (55K Slodkst 51 oslil o &ia el

el ST 5 dsb s

c.iLw(:U;l>.=i|c.,\}luﬁQTj\L;:lijeﬁhjlarn)kfﬁihlb.u?)aJuf:})égi

e Cula ol (6510 ol 51 s Ygame Lo 0T ol b $SGL sl b alin o (sl
el L S5 S a5 el ol KL L lin s &7 Slmis (o1 b 5 g5
s_'JLw?-L’)L?'L«ﬂj‘j03;‘,:;.:#@}»&QJ”QL&‘{J}L@@}YL}Q‘}@\{‘)GU;
Sy OB U 5 g0 UL e 53 (el i s 4 5l o ial g e s

.M)M\JJ}%&\AQJK}A)LGA%T

it ey OT ;i 5 ol ay el o)led b OT Sl 4y 55,55 o5 5 03 50
A)Lo_iadl_.u)\4_1raj_agT,._vJéc&))a‘jlg}vuc&a)u\f)}labw.:ﬁ@43..»“55-
SLedbl e 03,537 S 4 55 Lol 63150 53 5 L OT o, Lol en  SSL gl Sluo

SleMbl § Slaasein ;i 51 Jod (ols ply ez odalin &) g0 53 558 (0 400

L eSOl Slad o 205 4 il L 5 (oo anl o b1y 0¥ (sla (o) L 05

61



Cj—@yblﬁﬁjbj_ébélﬁﬁawd}w)u)}TJa&chh&o.‘wscb.‘:é\w

.J.;JBJ )\JE

et (Sl 45 58 STl Sl DleMb! e

A

r 2 0200000 a4
R
| e 0 |
i NS
|y [ W]
1 I | W
DI = ___=ma
1 I .
[N 0 s 0 N
1 I
1 I
[N s 0§
B s 0 N
LS. e )

O o e O gman plazxl b Si 3155 (Sb Olus Sl Wb L | >
odaliin [y L paded Solowis (pl oy o L Oyl Lld 45T Ails a5 e Slas 13
S5 gl aSIS” e 1y 3 cmied SleS ikl S8 e

ol 055 delize b g Lilos S sty slairl gla aSKi )3 bayls NS 51 (g5l
o)l U ST o O et (g3lee ST 21 S5 53 pU S5 b S eSS ) st
g,_ﬂfpj_s.(.,_.:g)\.u\L;lj_f}”,ﬂg_.ﬂ“_n,ouu_w,n_”M;ﬁ‘g\“,

oo, b OT Sl ¢ jzie Sl

r{fng.\a-éuwhgw?\éu&g,;5,@1‘}«,«64:;5\;&,‘\);)?,&

.J;.\A‘jﬁ- J)bbw\;ﬂ)b@‘:-je;b}lﬁ- GMGJ}&

[¢)]

2



HE VS L e | R

HM‘J)# Olon il o3 3ad S o3 &5l (655 aola ,ddS aen bajs, (o
L;uq‘bjbdﬁk‘dhu\{j&ﬂc%‘a:ﬂ%ﬁf\)(a)'yol;ﬁ.b\gebjbc&af
Lrb—\)gcdﬁw'\lvgfr\i:.&):d@;-}?&;lﬁ45|,>?-.\:5Lg)\:s}>’-7:vb,-wﬁ'c
3,5 a5 bl S Hlastl 55 b ey 5 oles o lad

Sl 1) el Jolwe L OLSTLST 55 4 Dl o 0 p T 0 g2 5 St 5 5o
C_..m:A_BQTcJ_IJsd_;J'._{JA}C_;a)LQ_SLgﬁit.;)o.l.kl,&n\{bcjyol;ﬁb\)a:ﬁ

STl

ten T il (S 09 (41 yig2

.Jéf@ﬁbu%?ﬁé}@é@)))?wj&(ﬁﬁﬂUdﬁaijg.!c)b.a.a
5 ey da 5 KT Gl (6515 8IS 51 sl 035 sl 3158 55, 50 4 Ak sl

.Jﬁ@f&ad,&f)‘bf‘f

63



A

of yoid yali (S ol o

Cls St 5 Lo w4 el DI 5 SMax Sl (Sl 50 4t 5 Lo el
S92 Sl Slmal Gla (g s 5l 53 (B3I o ) (S5l yasl (G e
29 @mejiv\.ib uL:>\)

OLalid )87 5 Olianaseie 4 5 3558l €l (S50 53 & imlin o jage 5| LSS
ol et 3l O 1S o3lizl o3 el 43 5513 Olgzr 5551 Gl e sl Olojl el

Glin 2 45 s pl Bl oo 2l sl Sy 3L 55 5 Jle ) (61 (el (ot
Ol sl m 1y 0le s sl $SCaly bl s 5 Sl )l Ol coks Ly s ¢SCaly (g,108 0™

64



e g oaonlie 5 3l b el e il b g Saly S oKin (oole Sl s
e il ol 01 835k 5 e K (OB ias s g o pbes o gtns (sl Saly
o Sl ealizal b Lol syl 3 g g Sy (Sl oo Laim (gl il 46, Komn ¢l ol . EL
It 61 Saly B o 5 odaT s g BB i 5 0k jay Doy g 4 el (50 €
ol i Mo g a8 ey BB Lol oS 3L s 5 oS

T 8 p 5 Sy (Kol e Lo (51 45T Sl Sy gt ok e ] 5 Shas

Ju,\qugwat,@&wa\iwyvﬁ\‘&gaww,\wwu'w,lf
93 et 3 b a6 50 SlS” Sl l 1 s (s SKaly 5 03 8 s oS
e by ol o 5338 oo i WS a5 g 5 Sl 0T 853
g dal s odalin BB Lol odiS 3L s (gl 5 odd oli8 ey ¢ 5L s gl Sl
Shostizad s 3,85 513 Slame b 313 o s 3 (Saly T G50 3 o S

}}:M|}>uﬂja>>b‘}aué_96|f&g{dﬁcd}3)w}@_YVL?L;)KJJA‘)&))Q‘

jdu;‘f¢ﬁ|jébw‘f‘f&j@cwd‘aj)\s:)bnawﬂ

b Lot (gl Lo 6 5 b i 4y 03 5 aben e i i b 0L iy 4 7 oS iy S
Le Cans 0T 5353 0 5l 53,05 K= 4;@03%”)".—‘ O Ol pdy T 5 s sl
IS L s oLl 1) )5S de SLal 3l 5 5 s s Cineds (o Sne gunilign 3 b SIL 5 Ly o 1)

ST gr a8l 5 OT ) )3 (e 255

% Coder
* Decoder

65



of yoid 4al (Sl  fole sy Cuial

454_;56_&,}_@(},J;t&)w‘;,;d‘a\,@&w@\ngdﬂ@
o 038 B L oo slaje, (23108 5 58 SK5d el Olas el 1 ghita
it L Ll ol 135 55 5 sl o5 ol Sl om0 50 i STl S 1 g

Wl OT 3 s 4 b sy g i 5558 on ol 1) oo il ol 1 (S S

. o) H T g Z T . ..
e R R J;?HOS,VL;}U,A;U‘J{;,\”)Mr;_.gmd;\r.a
i S ks 515y (ool el SIS b plST a4 Wiy oo slad 4o e il sl
d\.&;—9J_>-J:.'h%&@ﬁ’jajyé#%“‘-\:ﬂé&y‘Quu)gg&.,ﬁ‘dud‘}i
t_fL?\,A);\Ju@KT‘QW.\@JJ;;\;,:L;};”@)M@JA;W,M;gu
o_n)}@_.i..ar)_éd_liuw\@éﬁ|QM§JJ4{L§io)L§lcﬁj):.3ju@}:..':.:.3;;\}]4}'

P

JT gyl
Qmuh@‘ﬂ‘)é‘dbjéMﬁu\i})x"ig}ﬁl&wqﬁ\;hjj);ﬁ‘
i syl slizel miel OLalid )8 ol o OLlisy 5 laa 5 1S5 sl 0T il
gs_ﬁbd-‘-gf-‘j]oA_;.‘)‘de‘j‘SJLaxﬁMwﬂﬁwéa)\:-lg%j)&-‘-db}:)b&w

= = =

ol sl i (63 )18 sla 4l )l 1) L gT 035 5L e Sl s 857 4 51

! Apple

66



wils 53 0T 6l 515 Olgl 5 O e (5o 4l s I 5 (B 2l Ll (ils o ol jut

sl

QLQ.?L@..afc,,:\:>ﬁ,,q,,.uTJﬁLcW,;WL;ﬂ;gWT,MJﬁ@.uU
S e oo B Sy e S ael i 6l S kel 035 53 4 36,
Sl Sl s HEG L 5 4S5 8 o Jae Do pl b 2y T (0 )
Cgibeple Sl 5 LS e 4 5 s 5 L s ANgrY Birds o e L
ombbes SleMb! 3 1 ¢ am oSBT Sl Ol a5 O s 4l dus ailides Oy 500
Sl S ol A Sy g ells )l O (6,85, 5ol pen il ax s
ta)boT%;lw,,ugsww\,:ﬁfcdﬂ%WT@\gw?,m\yw
S g 38 o s g,k T dedgn sl (58 (6l Gldb 4 45T SO I 5 0353
les

J_GLGM)‘)L:))M‘MJJJT‘)W}V.:_Bng‘v\j/ﬁbﬁdbjégdf;
Android 3.0 Olsze U ds a7 abes o, 5T 5l olais, Lecmal o pan 868

4 0315 0L Lo gas 53 1y gl ailey Ko ¢ cJlual CES oKisLes 4> Honeycomb

Wl o3 ST Jale gt el DS

Lo Sl s 5 e g ol o (sla (58 (sbis b 4ty Ll L1y 5, 4T o8 €8
Méﬂ)l_f,la_fbj_:ﬁ;w)lﬁajwcwdbal:@!o:f&a}h’cu}a}wﬁ
St b Sl sl L 0T (ol St o g 51 (2 ) et 5 oo
(SLo g5 o 4 (s o 2 s O gpnt Sslad (835 2 1 p0LS 55 25 50 LIS
35 09,5 R ys e odd ) 4 e 5 (BN b Cale Az g 485 LT ¢ e
st il sUael U (52l 8 i S ol diled o it 1 0L 5
c,_wlu;w,ggm4{‘3};&\;W@;ﬁiém,a,k;)\f}@:sd\ﬁmb\
LS Lais Gloman 1y 01 ) slezel b

67



b1i0S

ﬁcwﬁﬁyéuﬂ)}chAZM‘J:}Jﬂi}é&‘iosJAL&WQ\:A&‘)J
5313108 a4 ol S ols s m 83,8 (o0 )15 (55 03 28 p a3, 0 55
a)b.jajg):‘,.oju*ﬁ\_g\_:es;)‘ﬁc;ﬂ:&uéh@)}&4.3|)QLZJ}>'-L?.L')|>&.~

.-ﬁf:j)ﬁ:uwj};jv\«é\{bfjbcb‘,ﬁ-w};

IS L1y ol B s S et 0pT diatisn ol s il Jale o 53
e bl 18 6,0 Sla sl i Sl 5 03 50 513 s sl (el (sLal
= S=les L,k Sl 5 335108 s e ) el SIS S S s a8 S5

S350 Jale ot ) 53 sl 4 Al e g g e o el

cdlug ko Y Ogd S99
ol a5l il (6Lis 53 Calaws Solo Joale (s s o ST 45TV 08 5505
SLaSI A ¢ ST 5 by DLl s b S 8l 1 aadl 55 o T o Sl 4 i
Glliadigr gy by 35 La O i g adls JU L el 4 45 (g5 s o s

e s S (5L S35 S 35 T 033 Sads e sla 55

o > Sl ey it A Glas ST glasl e 5 S g e O sopes (olaz]
3 Silay Sl s,ls Exchange 5 Office ls 151 p 5 bl 5 5 ST L
abb\jld@\jc)}kccmu‘ﬁfhupb’-k&h\6@‘JJ‘L{QU&;@&|QW

2 pd o O e Sl aoly i pile (ST (6 S gl n ol Sloma 2 5 O,

! iPhone

68



O_l\(,_u\.sa|f..aa,fd]Qlﬁ)lfq.fu&d\chucjbfésjly@@j}lﬁjb
OJH.SA.:“,:dﬁk&uwﬁf@)?é)‘)béJjjgduMLajL@.JS&:MH‘
SLedbl 5l Cblis (gl 48T oS e slgidey e )l ol slazel 531 p 5 OT
s_.JJ,_:’;ALsLA)\jH(aJS)Q)\A?ﬁ‘ﬁ):‘)uSw)ﬁjwj\o)‘ﬂcﬁ)u}?@
..\:{Lajoau:.w\u)b\)oajl'l—dz:.akgh(alﬁ.ogjf);l:ég.:l{l;}n}dgﬁébu

69



1.

il Sy 4l 10 of yob Sl

o o Al (sla 558 5 ps e 5801 s Ul 5 b1 o 5 sla 55508 ) 56k

3505 AT elaaml gl S 4 Jlail 3 g o )l o g5 (i 35,87 5187
) 93 ol 4l ol pen 4 1y Aedgr 55 (la o A 31 (S o go il 03 505
i ol sla a5 5131 (G5lee DLl 5y sa e 4 018 el (Ol

YN PO YV W JCTP N A A FPL - AP I S RGOS [ P e

OpslS age So ll col o il Gy b 51 (g 5le olozr | (Lo a8 4y (oo w3 055 0l
Qj—‘{m.hé)j&l—kdﬂ‘);.bﬂ@Jj)@)“@@jfﬁ@d}g_)bﬁ‘)b
rl i e ol pen il ko Jale e 53 6 03 ST 3305 oa JE 5 5 alus Sie

Leign sl (58 Cole 4y ol il s Sle (63Me 428 S Jlu 0 iz s
LS ¢l o ol Sledzsls slaal b a5 g5, Gl ops S a5 5 5 5 Kin
23S ¥ 5 )Lke S s sz e 4L po axin L S s 35 led e s
ANB e s )5 bt ol pon i e Jale 02w V O 8 Sy 53 OS5l g
LS o8y ek L el il 5 olazrl Gla S 4 e (g s D313
ol 53 6ilans oo (gl sroke ol gzl 313 fligo 59y 5 (b b 4 o
OT «gliza ,13lp 5 Ol ge 4V 09 595 S 5 b e shonsly ol pan il g o K5
L;\ﬁuoT;t.g,raj_aj@;@ﬂgu;\{dw!;&u&wL;lﬁL;jL'cTaJa.s;b

el 01,5 L bl )

70



ool L 0T ()l Ll 5V 058 55 g col o il sla Jule (s Ols o

Sla Sl 5 slazrl e 652 555 1) 5 03 o i ¢ Ola Olgie o s i
‘,Ut{‘}:.\iwua,»}“ﬁ,u‘(.a,m;urupgufrL;bbypww.;,u@}m
5yl s0 cad g SG ASlen ey o godd Jali |y Jsldie (sle Cllad 45T ol (50 5 e T

WS o e b S5 o e e s b sl ey OLaSI ) o 4 Jas e

S SLarlad S g 53 3 g 50 D11 L Joles OISl o571,V 058 55y 9 3 50 ol

S r o2 1) 5 S g b Ol g Sl et o Gly s 4 8L 55 s

S by e 30 bl il 5 o Ol pylS 48T Sl gl g el DLl S e 05 e
S sdalin _slazrl la &Kl dasd a1y wles

L?&,;Qd_méup_ﬂ,@z;&u;lbuw&@uwﬁ,ugu

5 5Y sk 5 oS g b i el sl K5 5o s OT (M8 oS 2l 503,57 5 8
01 4Bl STl a1 La OT 47 01,05 0 55 4 o padT odalie men
Si 3 Oligs gla WSe Sloyias @il w cole ol 53.aS o d 0 Sl
S aps o pll 38 e amin g5, p 'Live tile" glo oK sla! sl

s s ol W Se o 2T

;}_s'-¢|,¢.AL',LU.\i.\>.-(,’eq,.l;’):u;J\:WYSﬁJ@J:&uJﬁbJEOTJl
SSha eVl en i Olgr Cole s S eie 5 25 S op 4 Sl ons e s
Vgl )l Oade 00 LU slex| la aSKi oy tege 51 ES  d ST ol
355 5 ol pen 20 01,58 atis j gl 31 aS Sl e S 59y 2 WY a5l L
G A3 FA gods Sl pl5)lg &l 55 Sy s 4 0SS g ud sliisl I o LS o
23 355 ded Olbwis (Ol 3OS Iy e 4 iyls JL PP UIA o sw aS
S o S Olatiedgr Gl (3 S Lo 1 S g b

' Hub
?> Facebook

71



Live " slas 33 &S g ud L, oV 058 55 e oS J sl 55 s

I8 el 2 Sas LI & 250 o Lol en i (el aio 55 p tle
6uL;”T,_;t_faubﬁ;_u454_;?_,:@.@f&jj\@g}mtfcgugjétﬁ
VO 5adns sla (o35 Gale &5 g b OIS Sl Aiten cosls plonil o7 (5 BN
031> oLzl a8 ) Olslins 4 o | (6 g (ool 4ol w11 5 s s sl

G|

oLy Sl sl T (ol o oS08 51 Gty a0 0 81 33 S5
..\{JJ.«UTNJ.:)\{Uebe&W);ﬁ-a‘ﬂﬂ'beMM@ﬁTJJJ}J..u)kgo.?
S ol oS5 108 Glinle . das L5y 63bee $bis e s ol o 4 Jlasl L1
D5 Sla (58 53 i sy Lesny on Sled 4ol pan il gt (sla o b s
AL (e la) 5 eler sla a8 1 Slriy S S Osa T s

) 45 G o ege 0 or A Sl g (Dl 5l il Sl g Sl
2 i 513 OLES1 2187 (sl (6l (plazr| (sls S

g (6 3lome 5 b

Sl 5SS o g | L elenn] (o S8 5 alen &S (6 b5 oy age

3l STsl S5 02 0L S L (Bl o3 o JoaSS skt 4 e 035 deline
o slacd a3 S b aST SIS ol Sl ol Dl 3lal 03557 Gz 4 o 3 b s
Ol 33 s 5 03l 5l clod Slaasniin 0T e oy 5 685 SN Sy ¢ il (Ol
6l U osls 15 Layls adS Slast| s 1 L wle Sledbl Lily 0 03,8 o Sy 50

o, b OT 5l s Ooldal 4y plaws

72



g 309 gmgel S
P 5 0ds Ks OT sdae ol dob L o polaz! (gls €00 Dlads Sl oslinl (61
el 3 pU sl a8 s Cule ol (aled 3 el @3lel 15 Oy g0 5oy 5 S
3l 53 S S Sl 5 e 4adS GU3L 1y OT 5148 0ds 8 8 i 53" e e,
SV B L S la s o olinal ST o el 315 35 55 jay el
o s el SV Ol e S 103 S 5 (62018 Ol 3l p8in 3 )8 &S
298 45T i okl ol a5 ol Dl 08 sl 1)1 Oles cokians Gealy 35 487 345

.MJ@‘)

8 3l eslinal (s e Sl sl o, OT 31 Layls S 48" (6, s i,

o 3 0P 331 (6 e b La syl ST Ll (6,558 (b a5 ge ey i gal 3"
P 534S (e SLedbl L g anlllas sla aie la (gus BN ()
Nl 5 (s b L e 1 g L i sT s 4 il (05,5 0T Caies
S A e 03,5T s a1y itel SV g el o 5 sl S 8a 1S
ezl gla Sl 53 50 b 03 086 alius opl ST 0 aied 0T Olus ) g8 40lS

..AS\o:bc..w:jlc}l)\J;}S-L;ﬁ)lnghgb;;)wd;\jé\jmﬁtﬁjq

s ol 41

S Dl 5 30y 03,5 3505 0355 3l 3ty 5 (o 1 Vgm0 18
olamt sla as Sy lw Oy 63555 ameis 53 15 ol bt 41" 4y 5 Olis
46.\_&36&;))))35a.\.&)j..&Mfouaﬂ&Sgle{cJ\fal(qu&M@g&ﬁ\
ST on 5L g e e O3 5a3 5l 05l 00 Iy el
soldo,s3la S e sla (S8 550 me SLS ol aS agl ool 03
aulylacd jse 5oy Lilg o0 XSS Gla dham v g la ST 1 Ods335 b lasls NS

73



gjAJASJ.»_:ZLz&b)abﬁgw‘cg@wm‘hﬁdglf&ﬁm&w
s el g b 5, b 0T L & 5 ST o sl 315 Ledi b ol

:)54:}0)‘93{:'

D52 o5 oS o 56 el O e (st Lol e olar | (sls oS0 (Lae!

G935 L ezl (ikige Gl in gy by 5,08 Sl
s ebleds >l b elal gls s Cule L alin & b5 (635)5 Slmio
ol s Lyl oy s L il pb S Ll ddIST ¢ sy ol 3 ot
oo iule Oles (6395 (ool i dilon (Glamio (1 b L g od g S ol
Loyl DS O 358 a5 55 50 oozl a5 )05 a5 dial 5 o o)l 51 Calises (gla
S Ml Gl g 0l 31 ) o 4alST 5 (6 )87 pU (8L (a8 5y B ol plasil

Sl el 53 558 ) &G ok bl 4 ool g po e e ST 0T

31 g Bl IS S e el Lt g SOL (bl sls Ll i 5, e
aj_ecvﬁu@"Google Hacking" 1, 0T &S o5, 5 (55 aalS S8 pb Odagd
S g sla Cale g 93 S5 S ey b (6255 Sl Oles (g2 b 5 03
S o8 a0 5 620 Ul s b 1y sl Sy pae L OT 53008 ol ule L

S e oslizal 5 s Syl OT 4 3555 (sl il 03,57 s & 3

i 4006 oy a9 3131 (6,8 Olaom 4 s 3,05 51 ey Y peme Layls adS”
35S L Ll )13 a5 03 50 Bl la OT e st s sibs 5 b oS

ol a2 aS or (s 5o il o g b b i Sl eolitals s skt 0

1 .
Domain

74



e plail (gla s )3 1 5l (atd Glagdn s 5 olad (S g 5 p s
GLr oS 5 SLeMbl s o 23 3l o Sl Koo bals,dNST e 5 S ial g5
oo b 0T 4 5 a s &8 sy oo ply s OT sl e (6,2 Olo b Ol s

Ik 5 doal i oo ply

195 S 4l g s

S Ol ge b iz Oy 5 e gos 48715 g e (sl ol Lyl SIS il go 2ty
ol S iz elazl gbe a5 (sl (63l Ol @Me ST Sl sla LB L
Osomen SN A5 oo )3 ST sl ol 5 oS e Ysans 457 a il
O 50313 o 2515 (ggolie 35150 5 LIS domis (595 2 0l ol g > ¢y 58 Slajos
Al Jl ) ok adeiie o e 4l 55 S oS ool S5 S oy 4 1 L

Sl s e Se U oo s g oSl sl b ol an Bl e Ol 5 oyl
S 1y e el Olejon ¢ ol b6 (555 SUS 51 3 3 S a8 5 15 01,8

(SO P > )
Olala, )8 5 olazr! gla aKs 0L U1 Cawd 65y i sle Sl o egs |
@j#{ﬁ.@‘&jbu&hé):&‘ﬁ)lf&&&ﬁfﬁbcCJLG)AL‘Lngl;éQ,.:;A\
Sloins 3 g e 53 ¢ty il (Gla Conlw jshte 4 ol | (gla 42 0 5o LSS
L;uV.,E.:Sx.a\};@Q\ﬂlfj6|gwl,m|g,¢;}gdw\\,@|ﬁ§ou~gu
Sb 0T 0Ll Lo o ol sl 4l b s ools planil o3Ls3 5 3 5 (oo 5 0 >~

.&f@b)}j)@b)}idﬂo}u&w‘

75



Sl s (o3 oo Sa it Ol 0T ¢ elazerl (sla &K 51 my ilinlio
o gou il bl 4 aS ¢l g s 4 4 s O 457 W 63 g 583 (g3le O 1,8
o Ml o e ol 03 5 w8 et o o sl o 5 1OT pla
SLeS 03 505 et e O mas i )0 Y game g0 gt o o Slerlel s 3 S
el b (i sd ol 55 Jl )l (olaim a0 53 2587 038 1y 5 sty ol &S
&_:“Q‘ﬁ)gds:._w‘cjy.éj‘.})ﬁ)‘&)‘}‘)...}éﬁdb)}%jcu\ﬁw ol gl p
LS e S| 23l 4 oS om (53 )50 (s s 5 03 g0 JolS IS L1 L g ies el
Aol Jlesl 1 s 0T

130 381 O3 5 dgum
QL&LW)J4563‘}_:9‘[{0)){wL«JJ))@)}Ob;\u\icdﬁbﬂ?‘du&&?;l
%ydaf‘@ﬂ&guﬁéuQ“L.u@\u\‘xmﬂ,;u,wwd\ﬁ\).xub
Lo ol psln Jloyl b 5 axbls Led a3l 5 15T o (Bua oS 550 o (31 31L o laT

Agh 0 OU b o) Cel (sl e

# e s Sl g Olen 0955 51y oo 3,5 Al 5 (on ¢ 150 iy )

Coamed ay LS ol plasil (6l s lad o150 5l sl 15 LUl 5 5 03,8 35
DU 6 S (aind tomis oy 53 0l admia 4 B | o 5as o o Dok
(ol (Gls (63 gcaus Tod Gy b 11y oo et S5 S g b (62,5087 5 4

-l:.lLu S ghue

‘;o.;CLE-GLo_:lr‘ﬁ‘j‘@5‘9@-&CV\.L‘GA;J)M‘)QTLM:JW‘}&J}%J?‘
(.u_;ir,a;p‘,g,\?sﬁ,tfywaﬁi;@\p‘gugjwymgwl&&ag};,@
S 5 aai8 )5 Olas 0T 3 Sl b L Soygo opl 53 &8 Ll lid Cal o

!J.:ila.;:}J.M|)r.>lj‘.~ua>'=f~ngu\fguoo)\{jalij%f:@\obafdud.\ik

76



1Sl Sl bo>

S ezl sl St 5o 1 s S Slas &S5 ol sl ot 4 65 8 2
(U5l ALl esls olamstl s s 4y 33 6ok (25 & ol o oS
o (6l Ol &S5 slaul b g ol st (5,8 Olu & 51 Y5 4 01,0,
Aulad b 1) 555 (A 68 Cla & Ll

opsbia a5 Sl eslinal (5 )18 Sl G Bl sl s e e glan ) 5
= a0 ol S eslial Ll ol 40 Olen 3 " Ol 0387 Al 8 sl
S 5l 503 gad JLis indan gl 1y 0 3 Dl 03 503 ST ol o plas il
byl ply s oy 555 il So dla (siie e (55 Claa SN LIS
g edae g (60 en Sloeis (s 0 8 Ol g K cladi g ols Bl cla

5T olgiiay

e a s sl T olomt (sla oK 3 ()0 g o5 S el 3 5

J;H\A‘? J)‘)bejbgsb-ja.}‘fl:- 4&&6;},&

77



1

S9 S 559 30 Sl

L,mw_..tuQUQJ;;%\)UK,ﬁélﬁsmgu,\;\p‘uf,v
.9JJ}TJ‘QL’uJ‘4"|)ng:'";‘:":":‘n“;)}ff\’\jdu'i‘ﬁquJﬁf‘:‘?”\r:“f
el s el a5 e 55 0l O b Sl LSS e Saley e

. = - - . . 5
2oy st oled s B s, G bl 53 Dle g e o et Sl 358 (oo s

Cal Kae 48T el O o 5 Sa Ao 53 0 5V 055 0l 457 il ol 2
LI e 5 o i OT HUST 55 535 Al Sl (S gm Sl 05 5 papalS S5 o g
b oS (oo 5l 5 018558 ¢l gl imn 85 50 55 i BLS1 53 Sl b ST
630 15255 35 i il |y i 4 Ol T 5 (S50 e (6515 S
5083 58 el 5 cmmlin 6,5 550 3l enlizal ¢ s cpan 4. w2318 W £ 5 5
o Ol SleMbl caen J‘;—“-*é—‘ﬁ(}-“-"f-«wtfuf ol S Ol w e
AT ol

ool 559 0 S

a5 a8 ol i3, 5 s oL 4 el L sl 3 e s ege 5 e

e Skl 5 DUl 03 g g0 (sl 8 50 1 plST a i S160S oslial 6 8550
L) 56 3l 51 51 (5 b (12 per 5 Lol cdtns o 13 018 el 3 1 ool
S e 55 1y Catel WL 0T LS s aedl oS Sl SIS (ls Sl 5 Conlie s e

bl

78



Lal cils ola b 5 la Caned g S 1 aw pl balaly 13 1a 555 0 den 45 dix o

= . - FOVTR PR | = =Z . . =
Lo Sos e plo Sl e Sl e ols Sl T 0y S8 S8 ¢ uSTB 6 la 555 0

Ol 4 d>gi Py 9 99 p0 Ao S Cuowd

(al_{:.a).sOTL;LAwj\ﬁg@jqf.u)bﬁgwéﬁ%hf)jfw
.H\S@lea:'-)'jﬂj\dxi.ﬁﬁA{Lgsl.lj“cgjd)w))f

o3 T 33 a8 5l 355" 5T 5155 pL L i &S5 8 s m VL d o

sl s as a5 Adl eedalin LBl ws3L Jl- 55 S (6l amin ol
1 el (6 S Sl Sl 3555 Slomis glads 05,57 1 51 3 o s
2l 0Ll Sl g5 ol Lo 5 g Solomis (618 ey 5 el Cam s 5 ABT (pioman

sl

Cammn S 550 Sla Land e 16 T Cns )5 55 S 50 oy S 5

SIS S gl &K 5 )50 Cunds 5 S Gl ol el 48 8 515 05 o0
05, Ll S (65 s 05 503 SIS 51 L3 oS Sl 2 s o islai ) 558 o
(mal odaliin o Cad ol 3 657 S ol s T Slela 0T g5y sle Sl

s o8

Firefox

Googel Chrome
Opera

Address Bar
Login

Status Bar

QA A W N P

79



Sy gt 33 sl ySKan S | Sl 55 (gl o5 el Slilayl g pl a5
ab‘a)‘}...j&“u@bﬁuﬁ@‘#u.éﬁa)bb()‘,:)‘itd)&‘&@w

355 08 Sl ekl c g b g (615 NS (Ol Cd L Esls

53950 98 4 gslm.\rgl.a%plga; S 9o

Flash wsle g1 0 5 sl Loy 4 4l s Oliols <k Sl sl e S 55 e des

&l ba Cul Oy 3l (g5l 45 8. za (VBScript) Scripts s Java Active X
L;tﬁ@uobu\}:@ud;}s,&atul.u)m,af;ﬁns\ﬁtwg‘c?wﬁu
L8 55 pm o 3L XSS S Gy b 510 s SlalST (gl b Slome b (o 2w
e e Ol il ok A 5 s g Sl 03 87 5 gukans ) slate 0 457 s 455 531 51 oLzl

Ll 1 b OT Js 5 (6l 51 6,8 g 5 65

e bl WS 6 S 55 0w Glate ¢ el (gls @553 Sluw o 2 Ol ol o
T ULl &S S O | ol 51 05 o 2l 0« WST6 ;6 ;5 NOScript 4531
Lol Lol (gl ot OISl caig 531l 55 dadl .5 gai (6,8 gl liyls |y 5 5melS 4 Ol
Syl ol 5l eslizal ol ond BB 610 Sy 4 Suli (sl L2 5 oy Sl
Mg\,uf;lpﬁ)wég\,af\,xssQM»L;,J?M,:GAL;;Q;»\:
KUy

S coul Everywhere Https a5y 55l oS b  xal sla 6530 51 s S

L;,JSSL;,\&AJ&uwb.ﬂruuM;@bQ\Llwlcf”fwuﬂ@

ool JS5 5,2 S5 SSL b5 5L Sl ol (55 B e Do 4 Tl ol 3 s 0T
ST o )&, 1y dsle Il s DMl sles oS ol 5 5

! JavaScript

80



Job isw aibs 45 Flash Player asbe ols 585 ol g 2t el 1
ol 3l eslial s 35 ST Ll s gas Jlab L 35 Lils odge 1) g Slmis s il sla

:bfquwdFTv\ibc@|;)h

5950 30 19 S 30y (51D

Sl (6,5 s Olum e (sla o,y 05,5 0,503 S 51 S 55 0 5l (6l
J'fjnu\a_l.:}c;ﬁlﬁt{u)b;}q-)xss Q)&A?J)LAQTO%J}JO&A‘}VU}Z&&J‘M.{}

Lel 5,8 oo 1y et 35 51 S0, 108IN b o 55 55 5oy 05,8 3,05 45 5
Sl S5 3l eslizal 3503 15 0L b DDl 51 Ciblone i3 ISyl plon
o5 3ol 75 Sos 8 )l 53 5 355 (i a5 a4 s b e SO

35 eslewsl LastPass uile s ;8 5 s (sl ey Cu e (sla 1 58!

b (9 9 59 p oy &L
odalin Oloj codd 35k Sls Sulo Sy o sT mped GBI TS (o 1a 85550
CJY‘W%J‘&‘ﬁ‘QpS&SOf))ywb)}\J&;J‘)‘ujLﬁw\)
o3 ) 33 63U 5 sLaslElp 3 h STl ol ST Fke | ey DDl ) b
r__u;L;J,bbjfuf;,\);@}guuuﬂ@umu;w\64;;,),,,;63}g)ugﬁj

S5l 31 LS55 Sygo 0 8 5550 e Sb 5 s SNl g s bl ol iS5 S
s ST

81



530S 3 s 00 ol 20 gr OB Bl g (o g o L (51 0 2

33355 0 4o 5 Private Browsing Mode ;i eslawal das Col g odalin I s
i Sladds 5 Lap,3 55 (63555 DleMbl ols o5l o Dlds (Il
53 Sl ol pla sl cai0 33 S aalS 53 (Dlomis ST 5 (S5 (s S,
5T00IS (s 5t 3 b 51 55 S5 55 OT jleslizal 5 ol INCOGNILO 5 S 555 0

ol ds 01Kl Start Private Browsing . §

b 49390 9 590 Fley 39 4
a)\}wcmc)liLgl:}:)j?}:;.alf&gJLA\M@%S&:@\QQ;JJJA
el (La o i loslitl e g U 013585 aS o . sh oo o gmims 080l (g o

sl 5585 OS5 el il 5 0 1n B s
jj)gdbjbgjhugb)}pqr&éﬂlduf))ﬁo\fvu:chopalﬁ
S e e i La 0T ozl (gla L 5 oo i by 5 18 855 0 S

w53l 5 ;S s plaie Gl 535 4 cla Son eslizal « g 51 (68 sl 53 ol ge o fage

g:,.w\ QT BE ol \.—«ﬂa LSLA

Slot Sl 9381 uai 31 (& T3l
i P31 oy Lo sl s 45530 sla oG 51457 OT gk 01018 51 (6o

u,zru);\,ujww\ﬁldmwﬁﬁfL;j)j;,,fu,fdmu,p\
Aas (o)l B g Gladug

J_?J‘gjsLg‘gjﬁQM;@)‘}GJW‘AJ}AJL%45@1.&43})5\\.@53‘5&@4—:@}3

e )l Oy e 53 (ptmman 5 50 (G130 55 SLSI e 4931 Cual 3 g 03 ged

82



o3lial 5o v 5l 505,S ST 1) S abes Lo 35l 455550 0k 55, 4 sl

53

83



\Y

'0318 35 o ot

LAQTA_E.Lj_ﬁJAL;Jl_‘g-Q‘ﬁﬁjéﬁﬂgsuwg@As&ﬁubbﬁf
Lgl_il.,u\j:daa;fQ.l\..l.a:@L;\q-b‘,s-)ﬂ)gbu)\jdjuaksdur:....:..u..\.ﬁb
sl Olazsle JSTL 5 0T 51 6l aid Olazs b &S5 )

S n S 5 53 15 DM I (55 s e o5 0T e 403l S50

35 el gl A0, 158 6l 40 01 S5 485 (g 3l (s (Sl 350 g5 e
Jds a5y e sled 4 (65,0 el (DM 5 Cblim g s 0T s el ol
aS W55 s ey o s ol 53 s (! o slas bl 659 el cosls ST e Caa

MQTQ&'@WQ@J@JW‘ML&&BJAJJGJ‘)F‘,&
Wl 5 a3 5n Bled b S ol 55 & (ol ol o 5 s Sl

DA B i D)5 534S G DLy Gl e w0313 S a g @
‘r_n@Y}_boujo.uﬁ}ur;rusloﬂgﬁw’uAf,tfgy',uﬂa,y
AL (A g g 5B 4y o

O 43 OT 31 0158 ¢ ol o o) 5 Sy 50 53 8 S Sl 555 @
.:ﬁesmﬁ\o%

(o sby JAS 5 1m a 88 s oSis e oo (glo oiS J S 0 @

uﬁ;«fwu,g;u)wgﬂ,,u&f(awlj@wp;ﬂumjmum .

o onls & (S5 o 2w J 58 gla wlolu s Laylpl 55,8 0 @

e pMS (6 G S5 i o8 53 457 G U RS (Sl s 4 g @
ol S e B Sl s b5 SIS w5 s

! Data Center

84



Wl gl 5 81 ol A5 65 o ¢l 2 O pmmas ital Ol g
DMZ & oar S ol (sl

(IPS dDS) S sl 5 (5 poke (5la s

P G amle OO il D) s 53 st odlel 5 mby o gla 0t
¢osls

o3l oS 3l Oly (slays

tla osls Sl Lo 5 SledMb) el gla 4lel

LDl b5k s ot

SN o 5 o5l SLbLs ) (612 SSL O poran ol (sl FSSg 5 el
to3l3 3 1o Lo

Ls Sose 4 0o Jlasl OT )3 &8 il (S50 4 bl ools S 50 (5 )lans
gt a5 50 55 e T 525 00 5L (S Sy 5 0252y OIS

OLSGl 457 sl (sl o)l Sy o ag b sl S50 03 S 5 (b
IS0 o 2eS L s et 5 by ST O L5105k
S al o St

Codd nglijju) Oy e 4 co3ld °L<1L1 33 esls Lg)u@is

L d bl (53l sla ST 3 b 5l 5 054 ,ls Shield L b LS ales
S m Ol )18 (g1 48 Sy S5 a5 oLl (s s Sl 03l

Sl la el oo g palhe ) s 4558 Gl L g (el o L5 el
¢ e

¢l bl b agr| e (’K'J* oY sle el s 4

GLa i 5 (SO 53 A3 Sl L ai s 6L 93 Sl eslin
() le

! Anti Spyware

85



oL 1> cla Backbone s LS e o 4 0T 55 4 osls 5 0 4t 355
AL adetie 5 By g e aSS Ol g
Gs:»'wtg\.aé.iw.l:):Lao:l:aﬁo’-:\d\jdﬂi’v}wdhﬁ)}ij\ﬂo:\.é:w:\
éasyjédu&;Q:xwj!g\,:@wdu&i;a.u{:fduag:ab
e S ey esls S e gty e OledblaST ol OS5 5 s Ol
1,1SO/IEC 27001 & s5een Slojluw SLeMbl el glas jlbilinl 487 ol
Asles Cab s

S s S e Jos Jame e s 65 0 L (05 5 S olame s
L oy 40 (53 cools 357 m (5ldd 3 ga 3 e SalS™ ol (63555 3
P KUE-LY P¥N

3 el el )lST Saben b Lo il ol 5153 05 i 4 5L S
5,8 e

Lo 0T Ol 158 0Ll ep3Y wBlgn 3 4T L (o 5 40 o 5T, Olotr

2 S e ST

86



\Y

S ile D! ol (Sld 313k

o o 5 Sl (6 5 enlST (s KB (G5l el 5 DM el gl 4 s

IS o 3 s ol Sl (o 5 035 T (i 5 b s 5 Jash 10 0118
w5 5 sl pe (SENB! 5 (65 palS Sl 4 5 il Cand gz s 350 a5
e ¢ el sl 1 (6 Sty 81 Y L Jandly 52 35 ke 01l e
il SYECEN L g0 5 onlin 35 5 1 5 4 Osule 5 adetin (s Gl 552
955850 53 5 el S OIS el a0 OT ) o8 s dal g s 0 1) bl
o 5 G g s T e 53 15 5588 O Sl sl 5 s 5 o

Aas

a2 = oy IRl s sl ol Ol 4 DUl Coanl Gy el 265 sl s

S5 by 5SS iyl olls pl 5l Chlis 5 Ciles cgy opl Sl s sl gy S
Lol S i U o pas bl oo Olojla 5 (530l ol o 53 Sy ke
el 1ol ol o W 5 S 31 (5,5 0 g0 55 pgn o sl Jite 5 DD (5513
P D SV D PN KU P SO ST 1N BUVRCIIN DU PR NS
o OleMbldas (o, et iy nl 53 1) Olejle Ll oo el (slas Itk
Ol Al 4t 53 5 T o Olao 4 Olejle o sl 2551 s e 2lols &S5 O e

.@té,u&d\”ﬁyu,éu)\fab

87



ISO\IEC 20000:2005

(LMl (655l Sleds odiad g o sl Olojlo 5 o S5 il o S5
Cadiiee o i > ol 0l Bk (o0 SohST e )5 (See 458 008 O e
S35 605 et GRIF Oz S50 4 15 (oo abor OT 5148 US7 (0 Iy 5 505 Ol
ke At gl b b UG sl 5 3 g ge sle b bl ang enlizal ¢ Sl
Sl (535 5 4 by (5 5SS il Sl 53y 0, LEH LS 5 ST (s 5L
23 D pdea sLa Jlas oL (cego b s 503,55 LSS Sl 4 amaie
Bl gr 1B 5 (&5 5SS 0iS La5 e il 5 53 &S 538 o -

o Sladst Sl 5 S e a3 53 s 5,lilzul 5 Jd 51 ISO 20000 5,1t

sl 05 g0 izia 1, OT ISO 5 u5lenl Slga Ol jlo &7 ol Sledbl (55T

' eSB! ol g yreto dilol

gt o Lbli,l s SLedbl 4 e 3 o 5 gle (5558 Sl eslizal 4 5355, 5L

i S sl e JSAT iy 1 i 1 SLedbl ol g ke pllas S5 izl
S LT (el gladsdg b adlie s «ledMbl Enial Sy e LaTHS7 5 5515l
St Hall o Il ) S or e Iz el By L s 3 1 OleLe

AL g D] el s ite (sls wlel 3 g 5 (5,550 il b

4SSl Olo L o%gﬁmijébﬁobw\géﬁlcﬁﬁm wlolu
b Usen S e e ol olal) Sl ok Ly IS 5 S S blsnn o8 s (gl

' Information Security Management System (ISMS)
2 Design

88



el 35 5 SIgSS 08,050 L ol g5 lamosly esloul ) shaie 4y 5 (Ll

’bjjﬁ.;‘ )\5 4; uuLAJL«: DL C)L‘;w‘

13909 oLt 2330 4 Ole dilol ! "\‘.’.'55 o oo

(DMl Chlis pe 5 (L O 5 S w03)ls GLOL) O35a5 ST @
Oljle Oledbl Col Li> @

G 5 S b b e oo p i3l @

G 5 S gl (Sladia) O3 g0i )lsen @

66087250 5 U3k 53 (b adle 5 5Teal 5 @

(ol Gl oo sl Gl ileas; @

(S5 S ol gl s cnlis sl @

BS 25999

e 03,8 o dan La Olojl (olad 53 e § b 50 S5 Ol gt 4 1y 35 S

Ssh o amld 58 S sls Cad '(L»-?)-’ LSJ)}“‘EU:“%&O‘)&Q‘U{T}

. . /. . . . -
N o 355 Sl 5 Somee Sl S ezl 5 SIS o Ol 5 ULy
Gle Jsle wslp (o esole Sl 0 Olejln b3k o immen 5 3l & 5
o gl lims s ml bt e | Olojl &5 CuSa b 5 Sl gn (ol

u_:‘)éASs:JJ@)M\T%M}S}J(j‘JQﬂAAJLJJ;wLA)J‘u\;\:.w‘

89



¢S Ol g an 0SSl 5kl A o b 5 0k 22e BS 25999 5t cae s

w‘aMuba‘b‘)Kijrj\uU \LJ»‘}.:-X.ALS‘JJWL.A ujq-)lq-

Lgaj\}_/am)_fu\_;ﬁ:\}i-Lu)\)aﬁw\ﬁggjg)lfjwfébqw@w

=t Ao OT 51 (59,5 OMam 5 Dl g il ¢ o ¢ (S5 550 SWBest| O smn
‘&?;:Alfu;}g}ﬁbwu@ywutu\ouj)ggw,lﬁ,ﬂ\.up
S Ikl ol Ol i a3 Ikl pl o) oo sled 4 Olele (gl (g0l 5 bl 5L SO
e emrlin SIS S 5y e s S5 5l L ST 5 S gl S e
Ao dalsl 5o gl Cled 4 odis sy iy Lol 5 Coen j3 - Ol Ul e
Dlel 5 QLS el 5 ols Sleosls JralST1) pllaiil 1 fols oS s w5 2

J)}T@ﬁ\ﬁ\)&\é@@hﬁ)‘ﬁu‘}ﬁﬁ\u\ﬁu’_iu}:job;s;;_wob)b

:BS 25999 s, ikl Sld T 59

€, 1kl 0L (Sls) 5 03 o2 Ji5 @
¢Sl b Dbl jo 550 Sla Cilu 5 "t o3l Ol
e bl Sler S pie 5 S5 28 lzel @

2L 5 S sl Lo e 4y (63 25187 5 e gede (6351005 BS 25999

e (§3lm 03l Al 0 5K 0 bl 5 o e BB gl Caxi e S K
585k enly (b () L mlie (Bl 15 GLST 5 S I Ly e
2 02 4S5 Gies Oldas a5 Ly osls 1)l Sljle 5 15 ) 5 S ol oy it
BS 25999 1t a5 0l i el plomit 18 (g3l 8 (g5l 03l

1 Bsl

2 .
Implementation

90



kB ) 05,18 (e 4 QU5 5 psle S5 sl ol 5 0k el BST Lo s

sl 03 5 L Ml o ol e el oS 358 s sloul Olain3 4,

3 03y 3 5ml 855 Egr (51 0 e ol 055 e bl o oot

5 oAb ke L Olesl ooty 51 Olebl (o5 ST 5 Olajlo 65 )3 )87 5 S pslets
35 Al ey LU 33 n 536 1 0l sl 31l oyl 3l e bs Olajle S
a,'\uj&lﬁj)\;,,“}soj,aﬁl)JK,Jrj\xgﬁ»%uceumﬂ
oo S0 40 oSl 1Bl 1 53 ek i slo oI 5 s Lol a5 (5,8
el 02 LS 5 S Cmb g oIl cp s w5 D5k S 255 (oo 5Tl 5 LS

ALl B s ol

I7TIL

23 DLl Sl (Gla o 5 o S ks 4in ) 53 (Sl Sla Cudlad (sl ans 53 5>
Sl ¥ s C2 8 L OkadSS OGCT Glejle Ol ol 3 ool 45,5 &y g0 Wi

sl 03 S B yme s y5 ols by 3,llenl O e 4 1 ITIL cbs 236 !

S e i 0 L Olo Sl Sl ot Mgt wo 5 b By <SG ITIL

o 52 08U o dle (b Lis 655 (sla S8 Sl 2 o e Sl (S 48 ges
5 Sl 0ld anl gn (6ol JUial b Ls 53 5,0ilinl ol il o (65515 Lo s
a3 Ayl 53 Calises (6la Olola 5 s &S0 o led odiins OLiS ane gl LT

91



SSE/CMM

1) 355 b S o Lgo Ololu 51 (orm 0 D& (§ 5k J o) SSE/CMM 5 lste

ol gLl Jardly sy iz U 035 el s &G illas 5 gla)lS el 1 3

2Lt bl e Oy 511 b Olajle S8 0 4 LS UGT 3 ke (ol ioean
S o ST el sl )8 el 3 8 L

S il as Ol OLSIS 55l 5 S b0 (Al ol 1 gt
Kos adlie baos 5 Sl cable «Soylge 5 i1 (leadde 0 1501 O et (5145 game

ks aslosp sz LT Ml 558 JL okl basd ooy
G PR 6)Lw o.ﬂﬁ: L;’Lﬂ)l""

92



3
ST il g o 4ol

):}Jwg}wg&bw\&)}u,&):ﬂl{L‘ﬁr‘f)}ic@bwu;:;n‘ojjf‘
Sl ceLidl 5 LS 3 (Ol ek Gloms ;b (o s Jolie 53 SLedbl 1 o blis
6\ﬁcéu)\b\5u@\)\sw\cjjw\)\:”u_»)l.;..:«mﬂ.\.;butb-\jhgﬂfé

AL o S S pe &G ks 035 Sl (6ol s Olojle oled

).aQL&)Uath:.aol_n)').a456|45f4.3c;;b)&b\¢.:~w)w6))Tﬁ|Jé

it Sl e ST Sl ke (il o 0T a3l 4S5, 50 )13 (g lome 3131 L rws
1l g o e Jals Sl el 133 8 o IS 5 S

‘:\U_iﬂ.efv.e Al
‘:YLS?JL;Q‘ Y

v .
LNU-J ISV IES

Sllw il 5 b gl 1) owbe <y ISO/IEC 27001:2005 5,1t
r,uj;u;wa\gu,jldﬂfa,wuou;u,wT&gj)\j;,qugﬁmgd,».u
MJ@|)Q&A\w‘db)bé—<{'M‘wa\w‘quJiv\ﬁW&;M‘GJ)}T

%L«JJBH‘UXJJ)‘}AU

Ol d plu 5 0L e el Gl gl Culs, @

! Confidentiality
2 .
Integrity

3 Availability

93



Ol g Sl sl = bosg @

Olojle Sledbl ol Colual als @

G 4 by e Sy jhe 5 ol B sl 0Tl s @

5 ot 3 g 4 45 4l Olojle B9, &5 5 Sl gl 13y pdke @
S 0 68 SsS Slesle Coldal b i

Al el Lajl a5 L eDledibl Sl e dilel &7 el (555 00 1
ISO/IEC 27002 , ISO/IEC 27001 (slas ltitvl 5 la a5, b Gubate 5 Ole b

Db gilwesly 5 b sl b

gl cbd 9 by
sl JmS 5 e oL Ol Glbail Ol je cad ol Sl 5 0l 550 56 5o

S o o 13,8 o5l 3 w5y ISOJIEC 27001 51t
@l Sl 3 g dal g (b 5 s e (5l el el e 4 S
Sl le 58 o |l dl el 434S

sla J,m8 5 e el dIL Olsle BLbail Ol L5015 252 90 Camdy glolis @
¢« ISO/IEC 27001 5t

30 Conds 5| IS 4 5 ilekie @

t Ol Cosl Gy s Al (g5lw ool alls puns @

¢l Sl e s g5 g4y @

Olojl 5> el (6 s a8 S5 5 Al 4SS @

:‘”‘_;:}9»'1' 98w olT Y

' Gap Analysis

2 Scope
> Awareness & Training

94



Coal S e Glalo (g5l ool 0T 5 53 L8 55 5131 ole el o ol 5o
SLedbl Cal g s lab sla Il 5 el b g oss 5 5T (e

gl o T

F Ml ol S e Sl 14k
Csl o e DleMbl Cal &y e aibelir (g5l 05ly 55 Coibge  ghate 4
3 sad ol Olajla Sla skt 5 3515 (o 1L oo 1 e !
SIS ,ke 048 o |l dlo e ol 3 ST gl Sl
taals )3 Wl (sls ools Cond 4y
Sl gla olls 108 25,0 s s aab
6 bl Lol 5 e 9 5 s
talalo 53550 ol Gls Siay s s Jendly sz dla i Lot oo
€S8 5 oS sl b 50
Ol bl §3le O by 2 b 250

oy Gy 8 s 55

1WOleMb! Cunl Sy g dlobe (S5l o3l
(.Lfl.é)u‘)aGM%@W\LQL&@L&A}L&CJLLL&JJJLJ}-}&“|JJ

Db oo gl edly

F oIy doliad (g5 190 B BT 0 9 (15 (5 a0

' BCP
> RTP
? Statement of Applicability (SOA)

* Internal & External Audit

95



Olojln 3 Sl ol Sy e Slobe Lol il 5 (6 5ke o3l 3
J3 0t (Sl o3ly s (S jpen o L cOlejl Lo g 0kd Dol O jran e
Al L5 S e glalin | La BLl pke 5 (1l )l 30 265 (S s |
ol sLa GLail pie w55t 4 ke 61,8y 5 Okl sla ol
o 2l en ISO/IEC 27001 Wl - aslial & 31 6 1y Ola sl coks
Aol

W0l &5 5o OleMb! Sl Sy g dlbols (S5l 00l (SbI 50

¢Sl gla Slyls s Oledbl oowl @

?QLF)AL‘OJ‘}{J»}M.})J}LS;LAF.E_&? °

Ol o 3 Sl bl 5 6y ol (Il S5, 5l Dbl La> @

Ll a1l o bloes 4 1) oMbl el ST ol Laslse gl p SobT @

3 0bslw Ol d b 5 0L i OLS S Ol pds (gl 5 2w Oliabl sl @
¢l el 5 40

55 SLeMbl el Ly s ailol (g5lu o3y (g ols (3,0 auja ciS5L @
tde L

e@;ﬂ\@,’\y&apr‘f;\wﬂ;;,\)uﬁjéugﬁﬁl{ °

(ST Jw p O e Olojlw g gl ool 5 CBli> 5 b5l olulis @
Olelu Hlael g age g (Oledbl ¢ Jow 21

)ol_oMLI&:suw|&,b;\uWTu:A\S“K,waw;lQW\ .
oy als

ta Olojle plo b ze oo, O @

96



\o

S5 9ol (S i (S 3lokidiune 9 (uno! (S o0

(el Gl sy Gty o Lo DLl 53 (65 5malST (6l s (el (6 jrns

s i aS was oy Oliabl ol b Olojle 4 5 ol el 5 O bls lulis
55 e g 03 ol Sl pslle o )3 0 g0 (6 gelS 5 ST Sla (R
e Cand led (s pl o8 5o L s ke e Joe Olajle Coldal s i S 53

Jﬁ(\ﬁ‘@T&)C}.@}JJQ‘}T@}QM&LMUJLQW)JD?}A@A‘

sl el s LSl el o5 4 s Olejle 55 el (e (sl s 0l 4
Glasbns L1y (ool 3)se slod T 5L 5 Olojl bl b GLLSI Ol jn 5] gon &8 L
S A e el ate 3Ol le mils 5 a4 S (omlin 1Rl 5 oo ¢ il
Moss ol 0 a5 Ol (5l Lasetin Sloj Juol s 55 OT (gl 2l 059 0!

s

by adas 51 Loy 150 o5 5 s e ke 5 (5 7 5nlS (sl 400 31 (551065

L 1St 6 e 43 BLS il ogdle b e il o S e 6
(jhghrfu.&\{ai\:L&Wd))j@ldhr#jdw\aﬁ):bLgJL_w.:gLé:
a5 L gl (0 4 Ol e 50355 DLy Do) 50 4 a1 31 e 5 ()1
el gl Sl o e il Jlasl ) s o5 ol 55 S Sl le 5 5l 5 65
,’\uu;.ﬂ\\,»};,;,.,;dwwjﬁum;|J;|Lsﬂfﬁmc:wéur_£:5m.u

97



5 SLEMbI I el ) 2 3550 Slo plns AT 3 alS el (¢ jrmn plasil 51 ey

= ol s ey s ol at s B s g aud (bt (aK2) (6 5 5uslS
S et S Olajlr (SIS (slad T3 aen U 558 (oo o il 01 57 3 8
3l S s ey e (B b Sl dias iy |y il sla gl den 5 s
WJ‘OW‘O‘)L@.‘J‘SJ.LN-L':..M)éw@)}.%u@r‘)‘b‘wd‘qb)
(La s U Ol e 5y Cl 3l il 355 sla gl 51 Clablows (1 Olesle Ll

.m@lygjs,lf,u}“;é\mm&w}@i;wéuﬂlg-

1531 P 5 3 ooliiul b 4l 38 il (S muliid (33903 (S 300 9 () y

saum ﬁum

oy
ey
-
=
=
L]
=
R
=]
=
=

3]

1

diter Network Security

o e 53 di k8 sl 3 o 5 Nsauditor Network Security Auditor
il 5Ll 53 Ll p 5l el 4 3 il (sl (T 05 505 (S a5 (o2
Caed )y LU a0 a8 e 1) Ul ol oyl 31 Calidea 5 FO 51 i
Oliabl s y5 a8t Cal 5 o Jlasl (slo a5 5 55 1o gl (slo (a5 Calies (sl
S fol

98



,oﬁi@@;{pd@,,uup@Nsasoftd,;;lgW45)5;1(;&_1
La S 558 aden 1 S in 50 o 30 ol o 457 K 35 5 9 30 Cand blES

S e Ol e 4 SLLs eSS 558

:;ﬂa,ulﬁp)\y‘go\,—@)lp\(,;wdu‘jw@w;l

SHTML la e 5 I6 s 318 alyl 5 a0t Calibes (glo Cnd )y, @

XML
Sl oyl ol @
NetBios « L o Slokss uy, @
MS SQL il e s Slekss o, r @
«Ss s b Packet , 18 gl e
‘{Port Scanner i, sl ls
£33 o) (S (s 53 Jole ot plulid LIy @
NTLM 5LM (ols 5500 228 5 LLSLIRIGlls @

MLJJMJ“SJ?‘)LAJ

—
:a Nsauditor Network Security Auditor ‘;ﬂﬁ‘@
File Wiew Statistics Connections Tooks Utils Editors Options Reports Help  Register
FEH S rnm G B0 G TS =@
Sessions Process | Proto... | LocalAddress | Local Port | Remote &ddr.. | Remote... | State | Hostn A
Nsaudtoreke584  UDP 0.0.00 1568 [y 0 Listening
Nsaudtorexs564  UDP 0.0.00 1567 [ 0 Listening
Nsaudiorexe584  UDP 0.0.00 1568 [ 0 Listening
Nsaudtoreke584  UDP 0000 1565 [ 0 Listening
[Systemdie Proce.. TCP 192168.110... 1534 192168.110... 445 Tine '/t SERY
System:4 TCP 1921681571 133 A 0 Listening =
System4 TCP 1921BB1161 133 Nz 0 Listening
[Systemdie Proce.. TCP 192168.110... 1526 192168.110... 133 Tine ‘w/sh GH1D
[Systemldle Proce.. TCP 182168.110... 1524 192168110, 133 Time ‘w/ait GH1D
[System ldle Proce.. TCP 182168110, 1521 192168110... 133 Time \wiait IT-PC
System:4 TCP 192788110.. 139 [ 0 Listening
[lvmeareere1564  TCP 1270001 1407 [ [ Established
evelB64  TCP 127.0.01 1408 A 0 Established
coépp.eve 783 TCR 127001 1078 [ 0 Listening
slp.exei 3636 TCP 127001 1060 A [ Listening
NLAgentProSve.e.. TCP  0.0.00 4445 [ 0 Listening
vmnare-authd eve.. TCP 0000 912 [N 0 Listening 3
B ! Fo -
Task, | Description | Pogiess | State | Level | Notify &
4 MNetmon  *Network Monitoing  “NetmonRunning  MONITORING  Nomal @  Running
Tools
Statistics
Utis v
For Help, press F1 HUM

99



Packet Lditor

Qctets Fislds Valuss

100



1

"1 Dl e 30 SleMb! il 85Il b LT

o3l B = 5 b 4 0Ll ol 4 65zl (sla ST OB s L3 055 4!

Slr Ol o b o sl osls el gla s ylulad 55 GL cpl OB 3L oS asl 2l 53
sgd st 5 ome 53 g edd S w plas OleMbl sdalin .l Hslae S8 Ctls
ow\,&_;-.m;;,:g\,;n;téuw,;ou,}:stafwwL;u,q,)&,'loxg‘r
dsle (ostls  sla OylST s SleMbl Ctal 4 b gy 0 (3 Ikl (6,815 4 457 515
035 op SL Ly e &Sy (655, T <O 2 (sl 0315 31 blim g PCI DSS
Cml sl Il s a8 asT 51 i st dol sslzel sls &Ll Sledbl 2wl

.J_}-&&L‘{LG)

S (18 g D i 38 DleM! ol 3 51t

4S Sl il 8 51 sl 4o gazes (s D)8 Cate s Sl Col s skl

,a@ﬁfc@,g}bﬁdu%ww‘gbﬁféuub@;ﬁ\w;wﬂé\ﬁ
23 0L e esls an bg e el (sladgad 36T L)y Juged g <SS 0T Couta
L;)L?;L;usju¢.+|>J,,Wwybj:u,i,uua\.@1@%w@&,
G Oljle & 01y o b 0T Ol 3 &8 sl o slowl PCI el glas ylilend (gl 5o
Discover American EXPress oy sees oSy S aostls , 68

! payment Card Industry Data Security Standard (PCI DSS)

101



MasterCard Worldwide ,JCB International (Financial Cervices

a5 0 lal INC

SLeMb Eial 51l &S5 (istls LS Cas s Sledbl el 5l bkul

5 St sla LS leslewl (gl ol g A A L (65lS s S a aS Sl
Aules Sl 1y 0T Wb Oyl8 Colio Dbl Jluyl b g 5505 5 ¢l 0,503 pioman
a8 S i b gl (st gle SylST s SleMbl el 5 ylilinl st el s
DLl &8 gla &S 5 5 A8 o oslinal 35 BB e 53 Sty SIS (55l
= G5B 3 e § 5 30 5 sl gr 31 15 IS 5 ol OB Wl gt

sl

PR3 5515 p 5 b St (s slemn L ) s b (el Sy e sl s
o513 3l Cblim g ¢ Jbo Dl 3o 5 b eSSL 4 &GS 5005 ol blis Siligas

.JK@#JJJfJMQ\}&Q\)QWL_JLMLgLasg:»L.o-quﬁngLa

o=l 3 s 6l La Ol 325 50 gde PCT nial glas bl gl -5
CJL:J CJJH BL b C&‘Jﬁ Q)SCM)J C)LFW‘ C..:‘.A‘ J)‘-U\L.M‘W cj)‘wut.w‘
GBS (Gl a5 Sl aas oIkl pl 4S5 58 fuole Oliabl U sls da g 55|

J;f‘)éb&:,?-‘aﬁkjoyfdu&.ﬁ)

slas,lulnl 658 aw; L ostls  OylS Cace s Sledbl Col 5 el
e 534S ole Oljle 5 asls calke ISO/IEC 27002 ,ISO/IEC 27001
el o e lel) ISO/IEC 27001 it 5 £5ls Clas cstls  sls &8
3kl 5 3 g il g5 318 SLS (sl pluldl o 27 L 03 505 Ll M3 1, (SoleSL|
e S e s Ble 4 s Oljla 5s o 1y Satls y OHS Cais s Sledbl ol
Al (g5l osly (leMbl Sl

102



1SSy DT Crio 50 OleMb! Sl 851kl by pI I

J'|r_o\45)\_<3gf_wfj_agglﬂ|)r\j_ﬂ\\’ (eia ol & s skl ol
OB Wl SLedbl 48 La ¢STL 5 &HlS” Slads sdias 4l la oS 5 & udy
omlaS ol 4 8 b s S e Jime b g 550 o3 ) Sl gle ylS
P Rl ST oo 5 1y (T s el Las (sl (8T szl S ila gy e
Sl wole

ool 45 oKy s g Slmy! )

BB ls 4 by e DL | Chlim g ¢ AT 65125 Sla s i 2 ol
S5 S Estls  sla L8

OB 5l 5 O Ay b Lo 5 0ok plonil 5 3 oy sl it 51 3lizl pute Y I

el Gl eyl B05 5558 o) dile (Dl
5l o 1e SleMb! 3 cblis> Y
o )8 OB )1 4y Ly po ok o153 (gl 313 1 Zdablowa ¥ o1
¢ o gor 5 5k sl s 55 b L8 OB Wls Sledbl Jlist 5 & &5, F ol
S2N ] o g S 4ol 3 oolaiw! ¥
OT pala Glos 59545 58 5l p 3 i 20 15

forl 63,08 (Sla sl 5 sl Sa s (SIESS 5 a5 3 o)

1 .
Firewall

103



b (ow ywd J 557 30 595 Slavged Jlos! F

J_ACL;:.’-\ Jolas s la o)l oSl Sl a4y cw w3 03,57 3 9does V (\J'Jl
‘:)KJ‘T"‘“‘Y

Ol 51 eSS a0 (18 ks &4 ol A ol
tla I8 OB L,1s SOl 4 (S 52b o 2ws 03,57 35dmn 18 ol
40 polie (203019 b 0

5 St Dl (LMl mlie 0 (g 23 65 2 pslibe 23, 5 b i ol
ta S,l87 OB Ll 4 by e SleMbl uoman

foud Bl el (Glasy T3 5 b s Sl o 0l 5 ot ol 50000 Y 0
Sl Cuwwol Cawlbew <O Sl 5

33 8 Gasia 0T 55 Sledlbl Sl (sla e Jast 4755 33 sl 1Y o1

S g bl 5515 525 kel el e i 031l oy

Sla syl S 8 oSS 0T pa S coul T gl iyl )
Al g el ags solael Gl oS T 3L Ls e (sl w5 Sledb
Cu‘slaﬁbgbjlfoub)bwobw‘@‘u&gdudﬁu\in

= .
.::Jf@w)ﬂcM:)!Je

104



Sl s T 5 (550 e @y e T sl (b5l ol sl s
2 il o3 L a3l 1 (LT a1 &Ll Colo Dbl el ol (S

An3 )13 s 5 me

Sy T 1855 23 by T3 Sy el &) Y
Cl S b (6 s T ol ST ol |8 Al o )3 0l glulis el gla
u:;uﬁy\ﬂgéuH,),urwg*,\};\pf,;@swbw&u

sl Obejle ja (s SIS oyl Sledb
el il Jo 5 o S ols il oy pax Juls iy Y
L;,i;\_,?WTC;,ubgM}xdﬁfdlﬁ‘&uﬁ%&wﬁom&m
Slod s oS el &S5 5 SSSL w5 Iblil Culey sla i F sov 5 e

.;ﬁfgcwom@l’;6u)1§6@|ju;>)y¢s|;ﬁ%\§

SleMb! ol ;)wt_mxt_f@guétﬁw.uﬂe&‘U,Jup\(al,\s\mrmm ol
Sl Cial 0l aaml (s OT aes (Culg 53 457 Sl Ctls 5 )8 St o
A3l ar 5 2 8 W5 4 Ll e okl sl (S @ 5 03 LIS 0kl

g = a\;ﬁ b Ol sl

! Remediate

2 Bug

105



\Y

(o i i) Sledb! Lo 4l

4 e pd Y 55 Cp (S 5 OV sl | Jlesen b
Ogmal s L US55 Slauld g 0 5 ool Sl oKl
e 4 Ol Co (gl o5 s 5B g1l oly L 0T bl
o 5l (S5 0 ot st ol (e Sl Olea b oS
Ll o ol (slas gy 55 Dl b sn o 35
Wl b 5 Laslg (g Sl okdr 2z sla i Hlehl a4 55 L
s b 3 g Ll 5 5 TN & o) 5 oy 8]
S i g s sn a4 e oK S o) (l 428l 3 e Ole
et U El OT o mw cadlie ol 53358 o el i
ol 2 Olbbe b bdes oSy o) Sl (oleS o)z
3o S e O it o 5o a3 B els byl el

35 analer (AT o 21331
(oo S g g SV o 4K

3l sla 2ils oBiagsy Ol o OYPA Jlu 5o 55587 4 izl 3555 il s
Tl Sl 50l 555 s Ol 4 (SLbl s 5 5 oS5 Sk 5750
S5l Ol ml s ol 5,5 L Ol uliee 0Y e s Sl 5O &S 5 g
cml o Ll e (ol amlian 53 oBiagsy Cby Conly il ¢ Sleted sl

ST e ()A.c\ g5l
Lo 0T sl ozl as golizel &S Wi g SLuS™ Ol sl Ol plies szl Oles 51"

s S oo i sS L OT 5 on JBsal 3555 5 ol Sy e 65 il L3 S o0 SO

106



UL elaSs oIl @;,a.u;f@jm@\.um) 1) X25 pba 53 sdoms gl S

Mok plol S ad Lo

ﬁs;%;:d;\ﬁ&cw\;&d}é‘Q)JQ;i‘L&'J'dchJLﬂd\(wjbb‘
Aok m @ VoY e s 08 al s ed (o g P 65 A 31 8 Ol s
O 03 AN o i 48T 313 5 LS ks Y90 G b 55AST 50 Al 15 s
Sl aibate la 58S

Cosle (Bl dmadliis 00 57 - Lo "zl e aSa" 0315 48T (635 st
23 oo ) )l e SVYAD ol sl 0 48 5 5 Db, S5 DAL (6558 il
1S g5y

S o i o S Sl Sl eds S ol 4l S L s ol
‘Jr)gd&aﬂj‘h‘.wgwﬁgb\ésL;h;j#lfs\f&w‘él@&ﬂ\
Sy SIS 3y STyl 6 s i Sl oS o JLis om0 4
g_gﬁug;_iu;)g,ou@,;ujwcbﬁmgmm)q,;i\du;;iﬂﬁ;
dw|ﬁuvu.;)uwlwélﬁLupul;ﬁb@%@gdut
."g»u,-.g\w\;\f@|,oTﬁ\u.j\;§foT6,)@t}>~@

Ll asbas o Gue «DLeMbl (5L 5 Sbliyl Glo 55 Sladdes dass
OYAD Sl ol g 1 (Ao Sl dSCd 08 ol s el o ¢ s (6,18
eiS

3o ey o1l Sl (S ol et o Ol 520 4l G
2 55 S ol g b S o (B2 S e 5 0T (s (b
Lal ! e ol Sl e 55 235 dals S ()l Jlvole g 6
3 Ll gdon b 5 oy Sy g 4 ok 4B S 553 Jle e w5 L Ls el
My il sllan S8 40 T Il b 93 b s g i b 4K ol

13,5 Olgie e dhe 5l o3ls o Ll b 3 s Oldew 316 K5 idw 53 s

107



JB 3 e sl ol O ST i OT ol i ol 0 S5 g5 o "
L Sl 35 2l b oS oSS s 80T 612 el cal o oy 5 o 5 o
d,\js(,;,w\::;\);gﬂ:sou,\d«;,ujdeum,ﬂ,uﬁ\‘&;wd\ﬁ\
G e ol 6l U 55 5558 055 53 DBl bi 5 el O g 2l 3, S
Ml e

23 ol dlw ol e 51l 53 (oMbl (6558 5 DL 555 g (B Lo
(S S5L BUIT s Sledbl gL 5 Slbls i Sylis o 6L ) yiie (glaal T
) Sl s o S (55 5b b 5287 Loyl 3" 18T o Ol s 4Ol 5l O3las 5 s
Ji_met,dtﬁdw\@,o\,@uw\@&gcﬁbﬁtpwﬁj.@om
b sl cleMbl e s (o511 ol U rsls bl (."v.i‘ 03 S Iy &5l sy
Ml el ol ) 5 S 6l Y

)IJJQJS:)HW}SC)L@guuﬂ)s@édqfsﬁéychjﬁ)%\&lldﬂ
5 tn g iy 4l ol b 5335 Iy o) b a5 oty O @ ok 5 25
iy 4l 55 Dol (5515 0 b g e 03le o 5 e 5 OT 7 e5le o3 0l b
) Sl Sole o DleMbl e 4K 055 o0 lkals

(816313 351 o 5 Ln Ol s 5 1a g ol o ¢ 2l 315 e 145"
13 051y 5571 e 53 S Sledbl Al g sy gz gla Sl gy S S5 @
SaaS sl OISl 53,535 ol s 5 5587 2l Gy b Sl dm s mn 4 L s e (S
.";,;:rm;oTPdw;yl,spp,w;,_t

jQLlaL;J‘QJUJCOT%fQSWjﬁQ:MUﬁQ%jQJL){e&&JJ
Ol o 1y (oo 5 2l Ol b Ooa sl 0 bl (sl 4 p ke LoDl (553
Fe L Jold S8 1 Sl el tign I8 4 b 4 LSS (o) 55 sl
s S (5l il 5 5 (Gl LSS e & s 5287 s )3 e (gl

J:UabﬂLaJ:.'w:LzL:QTA{\J:}sducﬂbgj@l{}:ac@u\éhﬁﬁbmwﬂ

! Internet Protocol (IP)

108



b opiomen 5 ol AL sl 4 ja Sats p Do 5 i S b il O 587 (olg

'“U}*:M‘@‘Ji‘&u‘:ﬁb‘%’)“i‘ﬁ@‘:’)%ﬁ“;:;“

S o 4 S

a0l 08 5T 516 (ol sl s oy 85 plie o306 ¢ Slegs S
3T oy S5 0B aaliian b g sSEE 53 WA olo i)l 0355 (o o g 5528
1y 8 o 5 adls LSRN S5 e g lpes ams ) o 5 !

350 ORIFIL eidls sliel 71255 (o JLn b ol g dle Sl L 3"
1T o 54 (sl s (o ol 4 S il L (50 01l 053
S 5 Ulodalss sl (6,88 i b s &S5 8 o S5l 035 03 ST Gl am
IS ol el axils sty oles alaiilo ST 553 - s o7 oyl (sl 0l 5 e
o el ol oS e il o5 (0 RS o e pen 4 Dl (s 0S5 e i
."w\;”\?hu;sum\éuL;ywwt.'\iuusbq;},u&;\

Sesly s (oMbl g5l el s -l ola Olojlv cCid> 3 4 S|
Sleish s ol Sl Jha s Glaale, 5 el (65315 anw 5 S 0 (K3l i
S5 5 ke S slan (DMl (555l 5 DL Sl ¢Sy S L
(Ol 5 5 6 8 oS5 Dl 57 5) (53Ly (slatils oan sy (65 spam Sl
st o5 Ol Sl ¢ oDl (1) 5 s (sl sy 35 m o (S 5 M Mool 52
L5 ol e gl s Caliien BLia 511 55 plaS a0 Olejlu i 5 (sl
Co il el Jl 3 JoB an 5 ils g )5iS Sl I su b ST (I (bS]
sl e 5ok cplpo bles p oo iy (Jste o ss 3 4l (Jste 55 51 4 )58
5Ol Syl 5 Sl ) Cale,; Sbls,l &S 8 i miw 4en 1 b
oo Syl 3 (Sl ) ol s il oKin g3 5 g S (SNl (5555
el 5 5 s b 3 (sl 5 Sl

aabp 5 it edae ¢ o S5l 6 8 S e o Lo den Sl g il 2 4
St ans 5l 4 Gl 1y ST (6558 5 Dbl S5 Lateie a0y

109



G 9558 53 e ol g1l el ol Jgme 1, 0T 015 (0 &S Wled o0 SleLI e

Cdls

Ole 50 o S gl vl Sy b

SLr 4 gad cadibes (gl L gla Sl 5 s )8 Landl (b b3 51 e & !
(s A5l S 1015 o bl s Sl el 3 e gl ol i 55 gulie
5> Kwangmyong «s s » o6 1S5 T sdowie VLI e Ll sligy b 5 ' U1z
Fagdos gla wlde SIS 6T iass S1e &0 ols internet 1, Juss s
55 o led 4 0T

Odn L 0T 1 Jias &y g 4 Lol S il 488 Sllam 055 ol e Jlod o S 5
ol 0l (g1l oly Jotls (BLs,l glajl el 5 0187 )l Slblsyl Cys sudome
SNl mlie 4 015187 (o s Sy 55 g 53 (G T ntomte SVLI 5 U1l 53 s
oo 28 1| YL Sy e S b 5 ) e S

e 0L g b 5 U ey L S Oy b S gy 53 S (] 4SS
4585 ! VU slo w5 5 (s Ole el el Cnl 3yl (S5 T otz SV
Sl 55 g 0 B o oS Ul momr g il A5 0550 53 elin Ol i 4 ol Ln 035
52 (Ole s 350dn Sl olamy 51 2) SY5 05 YO8 Wbl (oo (B sl
Wl Yo Jlw OLL b oS Sl ok o i o 18 (gla aujn (oo 393 g b g axiS

syl B g Cou ) Wl el (6,8 O sdes G Coma (17AY 550 s

SleMb! o 48l b el dbxs!
WOlby e (sl 5 (o SLedbl Sl Sl 5 Lo 5 (S5lame SL2S Loal Coan
dsled W 03 ST 1y e i 035 <O 50T 33 b ok Casl o7 ol Il 51 SO
o e S Sl o dSi slaul LS Slhes o Ses Olej op 5 ol S a1y 0T &8

NBN

110



Lﬁ@)}]ﬂé{t@‘ ol Qlj.i.c kSz"J:“'l‘ SV 5 O Qj..a.nj(;._:.l.n\ ’l’.".‘.‘ cQT.ﬁ)}h’.w:

5_}{"?“‘?}]‘})‘)}‘:56)".“LSLAW‘U:‘%J"KJJ‘%%‘}J#&

L;)tj@pddﬁuiuawuﬁwwpouww,ujw@o,\_u
2558 Jale i A1 Olojle 5 (A 3ls slgz Sl 5 SleMbl (55l 0uSltn %
S :dg_:A;,l_«,unj,,‘\_z,Ju)lpt,\gu;mu;w\ws@a,mp‘m,\fﬁ

Nl ol 5 g 3 5 S (s gl I L L ele !

Slosonad a4 o5l L e aslan opl s 55 Dledbl ()5l 5 DLyl 55 G & L)
o ol :afcdﬁutuwu&uﬂ;@uubwﬁ,;,yﬁs@ﬂb
23 63 2y Sl o oo o 51 (BLISI ol gl ol 5 5wl 5 51530 0 5 (55 le
PR Jl olesls 5 0o ol 3l Al o gl lely ol 53 o8 Sl (6 b g5 o
Mgy b 2

G315 Olojlu 55 el glaslas y wielo YP 557 o (310 ol 5 gttel wilolus sloul (539
;;;;1};9L;ﬂucuug.é,leﬁaf%yéuC\m;ﬂ;ju)olﬁwwm
Sy o5, Ml oy 4 S il 5538 ol Glasles s s Olejle ol 1SS
;,uoL_;JlQ,U,Q,ua;awuﬂJu;\ug&ws.ufr\,@lémm,g?wdu
15,8 el oledbl g5l

S35 5 Db Sslis e Ko [ siie (Sl T )3 ptomes 4y (B
5oL U e " as ol eOlel s Ol ) Oolme 5 o (S8 5L 861 s el
g3 50 DLl o 4 (5310 ol L el 5 o ool B3 Sledbl e oS
el SLasl 3l o5 Sy Gl Jls 53" 1S s sl o 55 (sl (sLb ol
05 3305 Akn} 33 e Lol 0d Culda s O gz Sl e3lial a4 13 5 £ e
Cal (s A e g e Sl ¢ 13l el a7 1 ‘ﬁtu\;ﬂ.i\r_(w&méu,t;\
Maal ol B 355 51, 0T ST«

il (1 (538l (sl aol alear 115 L1 (5Lab 3 pllai (sla Tl $3U1 Ol

LAg;_w\:.w&.ll:.sl;su\.sljJ;Qlj.:.oM:dhwﬁ\ﬁ);QT&\j)ﬂ)\ﬂ\j\

111



Cgr 1y ol sl 5 L ol alod cmal 0ds ST 0T am a8 j5 aS
Ll ol el (S LSS

Sl sl Ol Hls la 087,55 St Cane 3l Cules s a@j,.ibjT slwl g
LSLAC-‘J_;‘A_lp)‘\)au\_&J%ﬂ@)}.ﬂk@)&dﬂf@:ﬁw)us}bﬁ)

JjwlféﬁbtbbLLU)\))QLFML‘&)}LQ}QWU)\Q)‘)}

el oS 5als la Ol coledbl e 4Kt 055, OLs Slhas b opl ol
SLls 355 (5l anlid oMo S o Jlail pBin o Sl ol o o L)l 5 55 5528
& calis 0T Colo DLVl ol 5 0did 35 3,5 4 uameie 312l anlis &S5
e L el 5 (Sl 68 53 B AL s B g 4y el OY e
M})dlguuﬁsgguwwwﬁ@)uam@;Lsugs,.:@&ﬂcu\;,:z;
) (s om0 ol Gler S L 01l L s s 53 ¢ Kos O b Sl asl
S b (Bl Sl sy 4 e b Dol Sl (s b gy e laslg b
3 g St U 58S S50 bl (sl gl o o e w5 Sl
Slsmme J 8 5 Ol 0 287 s 53 Glal e Sole 0 Glsee JLs 4 ¢ riman
ALy O g 4 ot b ol s

e gl Sle 4w 9 (o od
our@yaﬁﬁé\ﬁ@ysa\w‘u;{t@%&;)w\ﬁww&;
ol e S mte 1SS Sl ge ctad 1t il o Sl Lo 48 & gie s

.C_M»‘ab;v.ﬂféb
Ci)}:MQ&UJ‘Q)‘))L}FcMJJL&MduMW)JSQL?QT

s 5l 5 (a3 g n 61305155 ) OY s Olidewn pwiomads 5 588 S5zl OE S
o Sl b el 51 (G S s wlad Sl Sl 4K L 0Lyl bl oS

112



‘@Ht@%&;golﬁ\Lu)\QWlCuQ)ngswlg&\owTratJ;
S 1 oS D g 405557 SN s S 4 g e
5 OLeMbl (655l 5 DL S5 e (6)LSen it hasl 0T 53 0y (&
o) Sl oAb e 45 oS Sl 03,5 ASTE (Ol Oslas 5 s ¢ GBS 5L BU1
oy L aS il o ¢S 5SU1 E 3 SNl ool i 5035 OT oS S 3,8 i
A el o 5 (65l slas el 5 il (sligy S 0T (551
&S Ol an 1y oyl (Sledbl e aSs LS 55" 1485 S Ok Olisl Cpiomen
b sligy 5 bl a5 OSTLST el aibls 3 g5 0556 oS S Olos 0 o5 o
Mﬁﬁjésuﬁ\jf)Jdiﬂgauwb)w\gb)ﬂ4_1l)J>‘-|>

Msls r__.a\‘?- axw 55 Loyl gl

Sl (LS 93 593 oly 51 5 el ¢ sl 553 S0 5 ¢ ) O 5 o5 (S

ol e St (g5l BB sl a1 (S S sl 5 (S 2SI
oyl S anl o e Sledbl as U oyl e a3 5530 505 S Ol e
SLigs 5958 (oo o smime &S5 S S ps ol gls sl 551 (S5 eds (o1

."C,...J@aldh;}uj\cgbbwlb\ijﬁo—jbycﬁ}ddbj‘cvﬁ\{blij

aljjuf)aowg:,\o,\,',‘m,:ﬁg;_;uuﬁfhzuu}_isjufwl;sulfls
5ol La gl s o Sl Gl (el e &K (510
iy el 53 45 Sy g iy ol ok el S50 L (sl a1 0T CBlaze
ol Db, Sl s canm 53

S bl bl oo 4 1) Dledst o Gl 5 p (e S (o s OSGT"
Il UL U 5 aialy 5 4nld ladly 5 ol ol sla ot 4JS7 55 Lo 0LL 6
Ol g Jnaie E 2ol s Sledbl o a4 Ll g baylST 5 oS alS 5 syl il
Cdgs anwy Lasli 5 &S5y S FalaT Lasli s Jlallpm s il UL slig
s Ol gls Lasle ple 5 Wb slg 1w & 355 o b 148 4wl &Koy S
.";,_thJsMr,;gu;uuﬁogg);;,uwwﬁu

113



i sl St Rl sl o)lsl o ol osdle a5 oy wali i Ol

2558 35 L gl Sk Sy Osabes 033195 5 i bl (Gl 4 03,1 Szl (gl
ol s 5 0ds 0l S (Ol e 4Kl ¢S5 il 5 ST O 5 s S
S OT s O aes (s L6338 gl 355587 0555 53 Sl &S| 2l g
5 a8 8 5 S s ph a5 A8 5 G SN s 4 Oy ol 3 SLa)lS
@WJM&&@(wjmuuﬁ@ggdu)ma b 53 15 Oley 528" ol

Ll s

o d il 039 G901 P lge § OUChe
L:,»”,_w(.uatj;@\,;,prwu&.:;w@yjamawyﬁs_
YU sla a5a s 4 65 Cudls 1l sla Cale ©op plad Gl S (Sl e 2
538 350 Slass e o B S 3 oo o 0 5 e Ele Susgdees
el a3 51535 0T 3 oy N (0T el (ool ) o BIST Jianaind 355 iomas
Al La oSTL Gl 5 Colw o b S gitons et 5 4 bl I 5 a0l
= Sl o S s S5 2 o (Fa3 Gl I Sl edm 5 Ol L

Lsd

J13 53 S8 Sty Dol g A 5 4 53 0355 3390 4 Ol el e 3 B
2 n s sl 638 55k 35 ol § (o0 48 ¢ aile en 05" IS e 0528
Mo ods i 85 oS i b g &S

e 55, OOt 5 o o S5k a1y 55w DNS 505 oo ¢ Ko o sl
sl dazie (5la 5 e ot oMb o iS5 55 15 55 0 plaialy g

)8 edsze SYLI s b 0T 5164 6;,1;aﬁ)”ﬂrootu},‘g;,mjﬂrﬁ
Cd e Sla wysT ool SLedbl oKL &5 ICANN Wt sl 555
OT 51e MIFTOr #3awol b oy s DNS ile 5055 &5 2l Sl 4K 55 0

el L OT o 5 g 20 3l ekisd o SleDbl 4 dis

114



el O 0 SNl (558 5 Dbl )l 55 OV s 05576 57 Lo rLﬁ\yﬁs_
Lil,s s ol Cmal by s, w FOOL 0l (gl o cnlio o SOLs il 03l s
395 5 5548 J15 5 MIFTOr ¢ o Slist o 2ns 5 gme 1 O ) o 25
el o |

Sl 7 b aaliise U Sledibl (6,58 5 OLbls )l ooyl st ey cal b
08 nl s EOL 558 5s ol eS8 sl IS 4 & Sl S !
s Gl Dl sdinsayyl ST e 1S Sl 03 S IS g0 0T 1 plel al s gl
Tl bl Sl po e (30 L;L»JJ:TA.:“L&LS;\{}:A sbcsle claasls rb’ LU
(\M_ctmﬂwuw\wjuoujuJM}:@,QT,MSDNSL;La,},.,&,layﬁﬂb
ST S s dal

23 el B sl s ol 4S5, 8 0L 68 1 015 o 1y Ko e glo 5 S
5o Sl Ss g it sl (S IP ysT 53 )8 a0 e il 2 )b
Sl oma 1P )3T a8 558 o3l ol il gl (6,548 &S & Jlasl sl 6,50
Ci)'}iL,’.AL.‘.SQ)T)J_:;_..:ﬁde;m\éjﬂulﬁ\s\ﬂ‘wl}|PJJATJQJ:Q\
2l 5 S Clasd ) s (SLapia 53 (Slodas Sl ii b (e ol 06 S
oL slaauia O e pesdle pal (7 aiS Jlasl 5 5 (6 20 b LI Glal Bl
e b olas byl o 0 IP 5o olam L o7 2 el G5 0L p sl
b SRl B 2l 93 B s 3 s 5

(e 4 o Olas dlas! o ST D515 OY s Sl ol b edl e o
oo Ol a1 (sidor 4y 58 o7 3580 a8 Al 553 O e Cons (a0 o
S a5 Sl LS Ol B o e D 4 0l e 3 ¢ 50 ] S 0
Sleesly Sl 4ls 4S5 e an Sl odd Sledbl (658 5 Dbl )l Oyl 5 i
5 Ol Oyl " 8 e )5S labl) o pla Ol o e Sl slael

Sl oS el G S 8 (ols mw s 3 Sl i losls slgiiy Sledbl (5L

1 .
Invalid

115



Mg | O i p3 g0 (S35 2 b 0l B izl JLs 4 e 0T Ll 5,8 &) 50 il
ol @il esly (i (0l w ol jan (sls il JLasl O soad (63050 53 (pl LS
Wl pll oo o2 S5 55 Llond Sl g 103 4N 3 5550

e ol 5 e B i s e e Sl 055 0l e e 51 S0s (S
Sl 1y iS5 pseds Sl sls Cole Lop sled bl S (6 5 gt S
S s b Sl sl ol e (6 gt 53 018 S Sl 5 03,5
JB ) Gl S8 L 0Lyl DLl s Sy g 53 Wl oS Sl S ol 65
A3l Gl O 4 (2 e s e

153l g g 33 ) Sl Sl e Lo b s sla Dl s
QJHA_fv_m)\}_ﬁj\;@p,u;)\;w,ﬁ;mouw@uu,otbg:,\
il U sla 2O 0T olad el 53 48T Sl ol T3 ol o o 4y (0250 U o 5
3 har ST J15 53 58 ate Sy o W g ol (51T ol (Sllas OISl pue
el ol OLLS iy

S3lmpal 13) b 55 Syl Ol e S Gl 5 DBl (6555 OleL
o5 53 Jlb gla &S i aen 1 (laablly Sleds L;jurhw;s,(k;mgb)ﬁif
a5 o b3l 6 S 0, b Ll Ll U s sl ) Kes 4 e Sledbl (5,5l
534S 0T Jls . blas (510l ol 55587 Jotls 53 1) s as g o ol ¢ co g Sla &S0
340k e DLl el a3 o gt 5l S5 4 Dbl (IS A
G 53 Sz el Wb 5 (S ls Gl SLedl ki 01,187 e
s 53 s 4S8 gl B ST ga 0al 5 01l (6l W e 4587 3l 05l

sl Ul 1y b e g 2 516, 0,0 5 oo JUBI Ol (ood (OLE Slhes
S5 4ml 9 SNy o

Ls)jl_éc)};-Q‘J_l:;wujuuu)gseéhdmcap-):gw‘uTCﬁiﬁ}
)L&ﬁﬂﬁﬁuﬁ)))-&fdl_‘d|&Zgjfﬁo-&;rbjsbcbuw‘

116



.Ql)ﬂj‘)jbc&a&ﬂ‘o‘);&\".&J&‘aj)j:
Olas a8 w ol g 1y SleMbl o S 055 Lo g 3 Sl (Jl s 4
L;\j_?\kglﬁau\,i.nbupw}‘d:)l:l:nctﬁ‘}:bstﬁyW)@@th\sﬂ
3 el S Sledbt (6558 5 Sl )l o 055528 4 g Joue 3l 035 )
C\_::;\bo;,ﬂ;,iu\dsiujmugsicoTa;ﬁ,;,ﬁwp;,\fq?j\@@x?
L 0LlS Byl 53 gmmws SN sl (555 L OT oo gn 40 457 5287 s oS0

33 8 ST SleMbl e a8 035, 51,505 (551 0358 _on odalie &5l Slgar S

117



\A

A gl ole i 29 57 55

S Sl 5 Lol e Sl o Sl pslas J€8 08 5,5l sls oo o

rl el o, S azaly g S S ST pbls s gl bl p by el I (6 et

2 5 3L Jole s 6 s w8 5 (SIS by esdle o
g:;.w\ab‘bj‘fa;}M\)L&Sﬁ@:\u\b‘é{éé}ﬁf?‘wu‘

2 Sl s b 05 S el e 1 0T s 53 88 05 57 S F

23031355 0l it & ks (b SIS (61 4 Sl 5SS s sl
sy lebag e, b ok mlba Shs o rege Sl Sl 5 (ol el 1,8
a S gt s g 53 B dns e OSGI Ol 5 40l 40 0T 035 LS S

1P Coew 9 Soloxo

(Lol plad 5 ol 85050 (e g 03l S p3 S S8 Jole (2 (5 5lome
ME‘)MK‘&@\]@J}&@of}u;)JMQJFQQWj}Lw‘
s Dbl osligs Wl o K3 055 S 5 D5 S Ledady S Sl a5

AL azdls ez

J—.‘.’dTw}:)‘J‘"}“’j"‘j"‘J‘lGJ"LGMJ.‘LS})“',)}‘;’JLSLQ)‘J'HCJ’(’L“:
c,_,aduMu,.duj;i,awy..up@Q,Qw@tkéwﬂr;ow

)Q).Lzu.-j:_wéjbj&__{w."wcQLwT)abLuLSﬁ)l_{.la:;ucéjju\_%}éi:ﬂ:_w‘

118



503505 0l 5 Joma SIEOL T, 01,8 a8 5,5 05 Lal ke Ly 555 4 5150 (o e
L a5l S a5l s ol w Jlasl e b1y Sledbl 4w 2s o]
ol g ol 3 51y 555 53590 (sla dalip aon B s o OISI 015187 4 5 S
e € a0 L5 00 O 3T Sl b 3l 503 8 ks T s 4 e il

Al

G 3 s Wil s L 0128 5 57 88 0 5y e sls 5T 50 0
JsL5100 MB i 5o fame &5zl 4 1K 0T O3lhs (Flbee &S 5 o o S
SLaIS ol (1 48T A5l o 5l 55 Il 53 D 4 0le a3 OS1, S|
JHB e Sl Jle sty L aS 03 4 (SIS 605 S el ek 0357 S 5 @l
AL o e R
,CSS‘HTMLS)'uut.uwu@\pl@w&ukﬁk,@;gp;ﬁ;

L}"bww‘ ‘;‘“‘)‘3)}"} Gv\:&vb:!: L;:J.u\f Lgl.h MLVJJ )\ GL:.LZQ. Lg‘jJavaSCFIpt
W13 bl B 5 pamed S g ol il (Kb ST amio b ls bl (ol b

1S Wl

rl ol el 5,8 8 50 0 alie s e Sl ps ST S5 508 L,
Mgﬁg_iu;'_‘_m\]f)jf@M}M‘)ug@@dbli)uuc&abw
dls ke

Ay S oo ps S S8 bole w5 2518 Ll sl oS S8l o g
Gla Gl 3 O Ol 5 La ol aad odalive 1 A5l o 43 8 L5 13 0T O3 g
uuﬁgs".&‘)wj‘;ﬁac&bﬁWdL&éﬂﬁfa:@\é‘ﬁvﬁ)L{)b‘gAjlf‘.\e-

;wﬂwmmﬂﬁo&mwp\wmrwﬁu‘ o e 5 L gla

119



Gl b 3 eslimal b (63,0508 (sls 4ol & OLeT o 2wd pioman g b 438 53 Cad

S s

N

Ly 0lp,lS adhe 3550 sla ol g g ok (63100 oy a5l Y+ ;)bcj;ﬁ;

Wl o Ll 5 @b S e ey glas el o T 51 S Sl

23 5 0 @Ml oy (S 5 el B o (b (655 b Jale (s
Gl oly sl m (Slas Olen ol 53 5 AST e 3zl 0 1y 8 (Ses Ol (o 2eST
Olaj dyb 53 503,85 LS Jsl 555 dle o)l e 3,8 S5 8 15555 ol fule ot
\)ijg_liw\ﬁ@gﬁduéfﬁgjcjbuw@.M:@@:j\l;:f@ﬂ
SISl oy a5l i Sl ST (05,8 gy e 43 45 Leils U g 5 56 4t 2l Ol5 (o
D5 s

plad ($558 oy 4 05 2 b LU 6131 5l s ST JS 8 Jole s 5
S35 eoals Pl S L )S 4 e £ 0 ladas K05 5l oS5l oS dla il
53 55 3 dal s 0Les 4 ESG ) 2aS at 0 5305 on LS domis
b>J-<¢-°)-‘*¢-°J-*~‘MJ‘N)ewﬁf@rceﬁ“e@ﬂwﬂ““&bw
sl osls 15 i

:W'

‘u_::muzs;\,@\cusj&Jgﬁ.{yuwatwtu@&ﬁﬁ;

LguLg))u‘)‘QT@‘JA&))JJA‘J@Q‘féﬁj‘j‘)anw” &LGM‘)QT

120



DMl e ST g U g g cls Olom g 5 (oo jond 31 (55 sk sl (s 468 iy

\:Mﬂ‘ ol oalaiw! GQ‘J;)K

2 A SIS (e La Ol 5 O somas e gl 4l 5 03 JT oy Dlmis

Sr 5 (it LMl ) se (Lo sy 3y min 5038 o3liel s g 1a 855 50
G s oy tmis oy s aaly Gl ol 2l Gl e S S 53558 01
03,07 s tomio & )8 Sl 5 a1 "SANADOX" pb 4y 3 5doms Lo
6556 %3 o 2L e el s a5l 53 Ll5 (ood o e SadS” (S octaliie |
B 035udous 51508 4 G go e a3l p i ST o 30K 1 et 5 pealS
al)J\SJPJ,:S&iJALpMu,;@szm\Q\)‘x;\,_ws)\i,u.u,:sandbox
Sl L 6 )aws (i b 4 e o s a5 ST g esls plonil | 0t b (510

ST o yeani 1y OT is 5 (sl 0l

ol 25 f e & Sl oo g SIS 5 (Sl S 4 Sl e Jole o

L;LA)\}SI(aj_iwo)!}_ua.:})w)u_&s\{gﬁéumuﬁﬁ\ﬁ).awj\d.ﬁéw
5o Sl sle (S ks b ael sl aloy o AT 5 0ds 555 4 il
iian g osls alS SUb |y O e sl e b me s o3 5515 sandbox

.J.L]_Lo.?@‘ﬁ‘buMUﬁdhwcﬂ‘ja‘ja;Jﬁv\;‘-

LEJL'\_M:‘WLCJ;J_?;J_AL&ijy}ﬁ@:gébmulﬁﬂobm\r@

S 55 Ao Sl e e 31 ol gl Wl s s o3 Oy 3 Sl U
0375 S5 5 a8 LBl s g bl 53 Conl (S 5 55 50 S5 g aliblo sla L6 5 s
‘deTka})ﬁjwd)‘fﬁ)waduJﬁ))‘db@‘b‘)@b%‘a‘“

J)Lw < J‘}:’J JL:W.:

M(JJSJ—?;J"‘;‘“"}—’}‘MJAEW@L‘J)’KQL“'@"LQJ’JKUL"‘"
S 5l o3lizal b I8 Ol g3 (Il ol 3 47 (g 4 ol 0l (i 1 ol (gl 458
S L S S sl a4 il g o Jg ST oo o3lil g 1 als3T (g5 S

121



wc.sj_&th;LAQTQ_:.;J;.:{‘LQSJISV_&@ujjmgwl;wﬁnﬁ)lf&b)\b\
..sj..i.@Sl.;a\sl.lb)'\vjl:)}bdu.cgj):uQTLgLaa.mLiﬁg.bﬁbe)\b\

553 0Ll SLedbl e blis sl 55 s (bl sla pltil 5 S JS S

o 3 Bl Y iz M Gae 53 g " Jol Sl eslinal L4 Sy iy ol 43 8

Bl sla ¥ jpn (S Hpe b ¥ 51 il 3,8 148 05 S (al 3
Al Clablowe eI I 5 4 L5155 o 5055 e 0 S0

:G)lubx}.ﬁ
e ) Ll OT (5 0,53 s p5,S S5 wor sl (S35 51 s (S8
MK L Cdles o e i3l (g o2 OT (28 gn il 3 Lo 5 Db ¢ ule

ui%T"“‘-’b;@Q‘jJK‘ui‘jL'4—1‘-‘“L5°°;:"-’u})°|)-’b”“@w¢".@)’}°-’j~
AL Azl ez @&ﬁ)oujﬁJuuLlf‘- Sl den 4

CJ}_;JJJC_,-.ﬂ‘]]é}v\.aj)\sk;o-b)aﬁL();ﬁJ?d‘k‘wjécdb-ﬁA{

Wl 025 43,8 a3 55 (e (S35 (S5l 053 (Sl (3L 5 SLb 5 o plowil

122



14

b Oyg b (63 9 &0y yld (od s

as ol WAL Jle s o, s (gl amls  obaadl il T & LS/:-"‘)"-EN(‘UL‘
2558 3315 il Caands i sd ol el L s 5o (Kb Ol gl -
e300 e Lo oLl VL 5 U8 o s e 503 8 Olsie 0Lt
Q_:\(.L?L;\L;tﬁﬁjwuj@;équ,\L,.T),gbsﬂfgiww;ap;)fﬁ
3 g5 ) e b anle 65 hge S

oS 3 i gt ol Ol e il il 5 iy e 3 DL (oman

g oo 3l u,—.g,:f\;jmzjjk B Lis gl e 5o" s se 3 OYAY/Y/YY
S (Ilan 5 SIS 5 SO 55 4 5S 8 S sl sy e ola A5 Y pens
U\.{;L;TJNHL?w\,s.@\@:bﬂl&ﬁm,lfdﬁbu;,Tu)b
Sl Cal ey ol S L 5 s S Sl e ST s g 5 o (S )Iae

ML 03 5 e sl 2hE L

J:)U)‘,.ifoy‘,f_muggﬁ)v_ﬁmr@a\f&:ﬂ&ﬁéwwlq@j\{

ol 4o (a8 S 5 Sldgad 3551 5 08U e i, 3 6, o LU Ll 63 5
Syt 55158 et BLly al o OFBYY 5Y) wsle 53 el (pl y Aiidny G gn 42l g5
ol s (b go (ol g s Sledst OB s al)) o7 b - e 6 AS Eom

LS Cle |y ol

2558 s S O polS 51 (ke sl (Slasgy 3 s AN pl e 5 5o 5 b cLal
S 51 STl (S ks Gl e £l 4 (Dl pline &y 2kt e 3l 2208 (s

123



(8 2 5l 5o LaBas opl S eslizal & 0108 gy cnl s 4y VPN imas
ol oas VPN ,;,ﬁ.z,u:;éujtp\v&uq\f\p;}; ol iy el

= Lol s VPN L;uojﬂwwupts,\@\?rﬁcJ\ﬂumaL_A;ﬁU;

Aol e O LS Sl aas ol (gl s oS S sl & plasl SSL REPK P I
55,8 0S50 SSL el Lyl o b 51 VPN L g ods Jsls Sledbl a5 S
ey (g 3515 o s ST 0T 4 (6,503 33 ot 55, by 5 08 355 5=

J)‘Jéﬂjjg&w)ﬂa\cmﬁQHP@)JL)&M;&)L&J&;&)

92 g_)_.’.‘ -’u_l‘ QMJ‘J)?JJ Qbulfu,:ﬁ): tu ‘}JG %}NJ‘SOCKS)‘HTTPS
s oo ool [ VPN LS Ly i o7 azs Secure Tunnel s o 55 (23|

e 5 5L (el o S Ll

deos (LUt Cis g Y 3 oS ol el 5] S5, ¢S SOCKS

SOCKS ,SOCKSv4:,ujb\,;},'L;ujb(us,ﬂf;)bw}”w@
5|$@)36Hw|ﬂffuﬁ,@l;&t§,;ué,;;:goTangw.VS
S5 o ¢SS5 e 3 eliil L o> S ol e (5L (il 5 o 5 5ielS”

OT 4 01, Cusn ks 0s9e SOCKS s HTTPS (la cslST sbije o stage )

S 5 1y b i b Vgone a8 YU el 4 01y (o il (0 857 (5928
MCI;J\\_:JAKd)lfJLﬂmﬁ@&:«;Uua:lstg)\if}»)ijjwa;sJiJ'é\
Windows 32 & 64 Bit — Mac — Ipad — Android — Linux - ) Ls jule

! Virtual Private Network (VPN)

? Hypertext Transfer Protocol Secure (HTTPS)

} Ip Dynamic

124



Stete YU (6ol 5 SoiS il Glg 5 Oboj s 53 Cusgdos 054 (IphOne
(... s GPRS Wimax Wireless AADSL «Js! of jap) 5 sl (6La oo 5 oles |
(... s Paypal E-Gold) ¢Sy S &yl sls ol g plos b Jb Yol R
S 3358 3l 6,8 Jlo (Gazzag Orkut) wes bl sls ule oy b 8 L
Jlast S 2l 53 (Sl 018 Gl a5 ol oo 025 593 OIS 6l pes Sl
A Sl Sl S 4 e s g g b 5 ey Sl Sy 4 Ol s
mNT oo SMales 5 GBS casl s ogdhe |y ol jan 525 (555 1ol B 50

.5}&-&}’ CQT

Iy e o3ls 108 50 ol S5 2l b oS gl Col SSL oy gy s &y 50

JB L 0T 855 801 Dl (gLl 5 (o Sl 3o 5 b STL O e Lins (oo plon
Sleslizul Jds 4y 5-5Yahoo 5 GMail foasl (sla s 5 e ¢ opimmant AL cad o 20
Q)H):.&}Jwasm\&uﬁch)ﬁd‘Qﬁ:)MQ)ﬂ)zcSSLJg'-')J.g:
PSS R U G-V ARTCKJC [ B-C UL WO IRCI PRI
s o (1l 53 45 5,15 HTTPS , HTTP s 55 Facebook st s oL
&l o2 HTTPS 871 5l eslicul (o3l sn ol 53 Bl (e ealie J:6  OTHTTP

.>J‘..U ngﬁ)lf la C,J._Lw <39 Cf.’.\ odalice

ol sla (S5 men 5 p T Sl sla (28T 5 6l HTTPS 51Y pene
L L HTTPS 48 col 1S5 o3V 3 55 on eslinl lajlo DMl s sl
Ods ks B e 5 Conlodd aseie RFC 2660 55 48" il el Jist IS5,
s S ols oS il sla Cussdome s Sy oS 0§ ol sl
Syh o 55558 J=1s ,5SSH 5, SOCKS

' S-HTTP

125



oS 005 8 el (gylsl el 3l dn PPTP &5y Cus om0 W3, 3l g o
LZTP QJﬁJ‘ébL@.’Lﬂ‘LvQQT‘)‘@)Q)ﬁw‘)\a.\w‘bcd‘)b‘ ub)l&écg\jﬁf

53 305 o Ky b 51 oo 1

A8 eslal 540 (VPN)ngL?u P L;L«s&,ﬁ»@:’-bd‘j PPTP Sy

Jj..»\_mﬁ.ﬁ,_w‘o:b‘&uhjj%)@LJ)bja‘.waﬂ‘\3;@.&4{)’\:}).};‘5&
AF A gl 55, L8 uS o e b 1) b VPN Sloslinat 0Gl &y o0l 055
J_:;VSSTP}YLZPT ..-\_XL ol_?TC}J}A U'i‘)| Q‘}Ju’.ocuj‘bg_j\..éj\ €l§.ﬁ )} 7/\\/_9

3,1 sline s 5,8

La &3y im «omwl SSL/TLS sHTTP G50 3l o5 54 @2 SSTP &)

451,443 o, 4 Js SSTP b 335 08 (Sl Dl ples 5 0l Ly gudoma ol Julis
sl 03,57 ¢S bl ol 40 &S U o 350 « Sl HTTPS (gla 3T s Logs o
5148 SSTP cils a5 b andl 3 5 5 015 oo (VPN Sleslizal 050) Gmail s s
JoBVista 57 clajsu s o Lads el il o Ciluy Sole ol 5 Lo b JSS5
d{_.v'O_a‘&\_wu)cu\_i‘}.a)QUoL;J‘QJ))TV.h‘JJcJSJjﬁa‘Q}M.C.m»le:\.i;u\
@,u.\_iuz_a;,u,_,;wuﬁzs4,,5\:;‘Q,ﬁ@twu\@,‘.gw\w,if,s

N PRy gLy

wﬁﬁju};ﬂ_ﬂw,ﬁu,;u%ﬁuﬁml{@uu.@‘)ggu,t@\f

.5};&flﬁ)‘)}&).}é&;ﬁQ‘j)l{é\jéb&ﬁh‘&w})cu\&w&u

! Point-to-Point Tunneling ProtocoL (PPTP)
? Layer 2 Tunneling Protocol (L2PT)
* Secure Socket Tunneling Protocol (SSTP)

126



Y.

IPsec b Olojls 1o OleMb! (5115 0 )

oINS gl 6y T 5 DLl 5 DMl e (5555 @ s bojs el
V_G.A)L:dﬁgﬂ\cdab)kb\j|6)|4.g§$3¢£b¢x§@J;.lukg.v“‘)dfiu.c|j>.-u.3§h)

2503 0T 4 (g3l 4 5 b 48T ol

e Do 4 STiagh o Jime S8 6 53 s i (2 47 SV Y sans

b g az 5 L s oa s 55d 1B OS5 58 b 5 oy 0585 OIS e
S oot Jralse 30 s 1) 018 5 gl e 8 25 ol (S (oD
ST LU s yd o o alin ool 3 copl pl a3 s 0T @ jlowe b (o s
(:Lf 3yl Jals Jl s Sleds! Lg)lib'.e) 23 o oo 0T Jlasl &S IPseC Slades

2 gd il p SleMbl ol u.:nt; P> 33 ) odi

= Windows Firewall c_.s 5,l5 ;54 Control Panel 5 b ;ilax

Adjust your computer’s settings

[ E .i Q 'f ¥

127



o SIS amis L Cew sa 50 jIAdvanced Settings

4"")? S0 2o

Control Panel Home

Allow 2 program or feature
through Windows Firewall

Change notification settings

J Turn Windows Firewall on or
off

5 Restore defaults

How does 3 firewall help protect

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or 2 netwark.

y computer?

What are netwerk locations?

. & Home or work (private) netwarks

. ﬂ‘ Public networks

Networks in public places such as sirports or coffee shops

Windows Firewall state: Cn

Incoming connections:

Active public networks: baran

Motification state:
pregram

Block all connections to programs that are not on the
list of ellewed pregrams

Notify me when Windows Firewall blocks a new

Not Connected V

Connected '\

Windows Firewall with on Local Computer <z £ s, ~ oLKT

[0S o ol |, Properties 5 s sa ¢SIS” i, Advanced Security

& Windows Firewall with Advanced Security
File Action View Help

P Windows Firew
3 Inbound Rules
3 Outbound Rules
B Connection Security Rules
EL Monitoring

ith Advanced Security on Ly—-&=mm—tmm

Impert Policy.
Export Policy
Restore Default Policy

Diagnose / Repeir

View v

Profile
Refresh s Frew
© it do nat maich 2 rule are blocked
nd co match & ke
Help
Profile
@ Vindows

@® Inbound connections that do not maich 2 ule are biocked

@ Oubound connections that do not match a e are aliowed.
Public Profil
@ Windows

is Active

son.

@ Inbound connections that do not maich a rule are blocked

@ Outbound connections that do not match a e ars alowed.

with Advanced Security on Lacal Computer

e Firewall with Advanced Securty provides network sscurty for Vi

FSE |

Actions

» | Windows Firewall with Adv... ]

&| Import Palicy..

&| Export Policy...
Restore Default Policy
Disgrose / Repair

View M

3 Refresh
[ Properties

= |H Hep

Windows Firewall with on Local Computer., - | =I5 ,s

IPSEC Cumud 43 55,5 sl I, IPsec Settings « ;& Advanced Security

SR ¢SUS” Customize 4.57s 5, » defaults

128



Windows Firewall with Advanced Security on Local Computer Pro...

[ Domain Profile [ Private Profile | Public Profiled Psec Settings |§ 1

IPsec defaults

Specify settings used by IPsec to
establish secured connections.

Customize... 2

|Psec exemptions

Exempt ICMP from [Psec:

IPsec tunnel authorization

@ None

) Advanced

L Exempting ICMP from all IPsec requirements can simplify
Q‘.LL troubleshooting of network connectivity issues.

Mo ({default) b4

Specify the users and computers that are authorized to
i establish IPsec tunnel connections to this computer.

Cancel

Data protection c._.s ,>Customize IPsec Settings o = 03,5 )

Customize «uS's 55, - 503, ol |, Advanced « € (Quick Mode)

<SS

(S e S

cQT Ja\:u

B Windows Frewall with Advanced Secury
e Action. View...Help

«=E@EaE@

& Windows Firewall

d Security on Lacel Comewn

B, Monitcring

Customize IPsec Settings

=

[ 1Paec wiluse thess setings to sstabish secured connections when
thee ore actve commecton secuty s

When you use the defaut cpticns. any seftings i GPO wth 8 higher
precedence are used

Hey exchange (Man Mose)

@ Defaut fecommended)
Advanced

Data protection (Quick Mode)
Detaut pacommanded)

® Advancad

Ashertication method

@ Defauit
Computer and uses (Kerberos V5)
Computer (Kabeme
User (arbercs V5)

Advanced

W

F-mk scurtyfor V|

puters

neztng besween

oK [ Cance [

| Windows Firewall with Adv.. ~

e |H Hep

Actions

&) Impert Polic

& Bportp

Restere

Pelic
Diagnose / Repair
View 3

3 Refresh

Properties

Require « $ Customize Data Protection Settings c._—.s s

encryption for all connection security rules that use these settings

129

oS o S



v\-f;v-b_»-ij‘}‘ Do ey D3 D (65505 51 S el ST w5y
Todias g o U ol 8 g S14S 355 o 03lizul AES-128 5kl (108
338 e o3lizal 3DES ﬁ,ﬁlj\‘&@%l)w@b;tc@@\

S Gk 25 e IPSEC d oy Ll o0 SIS OK (595 1
35 A s Sl Jsls sl ao Bl 5 ool ol 457 505 oo slowl e osls (5,108 5,
il gl 4 eSS s Ol

1 .
Client
2
Server

130



A8
OleMol =y Sl p s 095 VPN

5920 SN s 4 VPN s o 51010 05 28 oslial ¢l glasgy o
o3lial (gl m 1y sl IS e ¢ 5587 6Ky s s |y e pioman 5 5l s
el iy g 5 O WS

)wéugﬂgpsﬁﬁgdu,\p\v}VPN Gl ST S5 el b s
gy ol o DI 5 o a2 O 05y i gla Cd o 5 30
MM‘@KTC,\;JAWQUJKUOMQM@m,&;ou,%su4;\,},
s 51,8 6 slay 538 5Lt s 1y 55287 0g5s DM

Les 45 cdms gl 3 018 Sl o3 [ VPN &S 2l &8 ooy g i cilinbis
S abl, b Gy Jow 5 aSl (S o w1y ok Jb 5 35 SleMbl led
@MA Oy ead iy slasl 3l p 5 5l ealinal b 5 andls g s 5 (g5 4L1, 0350 SleMs|
@ujct}_@y@\.w@s,aub_bg;lgobwwv\pb_L;,uﬂd;«frl,\suﬁ,lf
33 Cmnl 51etsS o VPN LUl (o) 5 4 pladl QIS Jown b1 32 b 1 )8 oS
338 o Olojle SeMbl 4 g iws T 30 &S |z ol ls, 550 Sl

5|Cjt>~,>,),.~¢§iM;,i.z,u:;éu,\j-;\(,'g,VPN e 3 oalizal b 8
B B B " - PICNPR JEISPECPL PV gpety
SLSe asin g os )8 Wbl & () IP e TSy bl o o dlis o o
Sl g alid 558 OT (6,8 Olge a o2zl 53 gesls Lok 5558 0T w1y (55
Sheabwy cps 5 ods Sl ayls o ol yg e g o8 BLL L5 Sl
S o s ol Gl e b piS Sl Sy

55,5 250 SSL al Lyl 3 b 5T VPN L g ot dsls Sledbl 4 S
e (I3 50 g s SULI 0T 4 (5,503 3,8 e 155, 4k 5 )8 355 2 4
3, Sdas DUl ALE s o ol i 2 DU g 3l 5 2S5, 05K 505
Syl s

131



Internet po-

VFN Caleway

VPN G LEWH::’

VPN Tunnel o

5l Oyl a8 5 gsb 3 ede AW VPN s gm0 (21,5 (pl posdle
Trojan el «S” o s glayl 3l o 5 i 4 0518 o 3 LB Sl ils 5 5 551,
adS (5 258 b DMl 0555 4 VPN (gla ael , IG5 cazn ke loOgger u
sl o8l b OT wile pen Sl pizman 55131 50
235 5SS e 6ol Slllas B3 e ool Bl LS, i 4 S
) 2 e Sl sl s s Wbl ol 056 55 5 i (556 2 VPN (s (sl
Sle Sl io s ba &S dlie ysb a5 "5 10 5 5 el S 56 8 VPN ST, o5
3555 5 YL Crial 51aST |z w8 e enlial OLas el o5 ol ST 0 ol )
o sa oy L G 1y (el G Olimman 475520 o0 4o 5 018 4 Lol o

LSS G

132



Yy

Webkits 5oy o 3 (o> 5

&uuWebkitﬂp\vﬁﬁ,éﬁJﬁWT&‘WM ooy g2 e V7 G b )3
L;\J_?\Jbﬁuuﬁa,);b&;fgﬂdu.&u.\M@gwﬁ@m‘s.\i;f
‘C~:53}”(*‘-‘;‘:’J}-’)-“‘“:M‘HJ—"‘J-'B))JHJJ‘SLS;LJ-LWT@‘“\-LL’-“J"“J'JL(

I . . T . 3 .
A Al e 0 (635 1 s e S Ll 4 e

WebKit 51381 p 3

Co Sl Il S 2505 1 (6l o a8 Sl Coy Sl 135l 55 50 < WebKit

45“)L;Ac)'l_?lﬂ)l_fm.|jl?6h)}3'}».>)§@o}u:.w“{_ﬁg..)_gg:)bui.é):}}g-}ﬁ

J_::J'JJL«&\Q)HJJl_lja:‘:(a\_?r.ﬂwOT&)J‘)USL:L&QJ}J_MML\TJ)\Q}&.
..\;isw\.lf)l{o,\{,;\)WJ{UL;;UAW,;&;

Lol 55 90 Ol an La Caamad ool 51 S5 &7 0 JSCi5 Cad 5 51 WebKit

ST ela 0Ll a51s 1 sl s S 15 48 S 3 eslinal 35 50 Sy Sl
4 8 Sl LS 055 0S5 5 RIS 8 J e Gl 5 pl 05 (e e3litu] Slins
e 3 oSG Olsze 40 0350l 3405 g Sileins (1850 55 48T YL S e

& . . n g -
Seh o alid a5 )5 0 slay s

! September 7, 2010

> Denial-of-Service (DoS)

133



Sl Sl 5 S b o Sl 3l 55 5n sl 48T el S e
N3 Ly ca S s So 8 i gl o 5 b by Sl S5 8 0
|5 Presto «s,6l. WebKit ¢ 55" &8 V8 ¢ .56 .6 SpiderMonkey o oeas

.M@jﬁ))“‘&ﬁ‘Lg‘J.fTrident)}F}A_g

PN | (S e

0sls )l 3,5t Cow oD Webkit Floating Point Datatype (¢ »d cuul
«Apple i0S 3.2~ 4.2 (Apple Safari 4 ~ 5.0.1 L, o5 Calises (lo aens
iPhone sl Ju. 5 cApple iPod Touch 2.1 ~ 3.1.3 (Apple iPad ~ 3.2.2

GO BN L R

Apple iPhone 2.0
Apple iPhone 2.0.1
Apple iPhone 2.0.2
Apple iPhone 2.1
Apple iPhone 2.2
Apple iPhone 2.2.1
Apple iPhone 3.0
Apple iPhone 3.0.1
Apple iPhone 3.1
Apple iPhone 3.1.2
Apple iPhone 3.1.3
Apple iPhone 3.2
Apple iPhone 3.2.1
Apple iPhone 4.0
Apple iPhone 4.0.1
Apple iPhone 4.1

134



IOM

C,.;Ji_w\\jL?-L;Lav\fd\ﬁ\afa‘,.i@wjuéﬂll_wTd\Jh}J&\fdlﬁ
FSan § g g ) 4 Ao S bbb (5Bl g 8550 3 15 b sl b
555 Do 33 Coy Sl Gl S 5148 Sla ol s iled 53 e Ol 3 Sl

ALL adls s < oalaiw!

135



Yy

iPhone 4l oo OMes> 357 4 ¢ Jailbreak

G osal sl 28 05 S Jailbreak ;i s« U3 glaas” sl sl s
o ol e S i sl oS Sl ol i e ges Doy g 4 T (n 3 g2
¢SS Liw s s PHP 0L a0 a8 bauS™ ol Sl oslinal bl 0y S 1 &S 15 diad po
S A ol Al e 0185 5 e os 42 PROT3CTL0N ol 4 sl ol S
igles 38 5) e ST Sl 5 o8>

5 e 8l 5Ll Ot GladST Jod 5 4 e - o (el Sla ST ,5 055 0

A s o 5 Ll el 48 K15 e e 53 (g s ] 53 G e
S e oslitul Rlal & slaws (gl 3 3 4 e (6 pds T 53 e pue UST opl
j!mSﬁwlé)léufﬂf):&ﬁ.liWT&Q:ﬁjgbﬁbe‘\lfMM«f
Sleslinal LG S o S S5 545 055 o o 53 (8L ol o 5 5T o g alom
T le e el LS g D3l 033 Y b (B () e (g

5% s

Jorl8 e ST o ain glo 55 05 0 e sy T pl S
\_s4\5:}_&6_443_.4}5Q‘J,.a)l_f‘ué}Q‘w‘oi&g}i)‘;%c.bj@cﬁlos 401
353 smas Culey il Jlatl s 3 o st 4 1y el OIS IS a5 5 233

1
local

2 Root

136



oj_adeu;;ijjso;;;pja;&wwailbreak6¢M|;swﬂ
Ol i Sl 51 a5 Jole ool 5187 Sl oslial b ol ) o7 550 on 428
e ) 2lp Cand 0155 e Jailbreak eSS a5, o D) e il s SLS
0 ol o 5ls i sl s OT (555 (SRS sale L 3 ST (55 el
a}ﬁLGJ_«.ﬁQ_ﬂ..k_a:)‘f;L;A?u\iwuéﬂ):\)hks‘i;anos&wa\j
30 bl Lo 5 (58 8 8 15 T 5 me 53 ol Gl Sl s
3,8 1 eslizal 3550 il Oyl ade O e Ve plnil )3 il

137



Ye

LOphtCrack 6 3! p 4

LOPHT &/,

LOpht Heavy Industries ¢, $a 05,8 ,KaLls 45 LOphtCrack 6 i ;! o5
03l OT w35 4sl 53 (6l odeomy (sLa v;;_,,in,-\,n,{ Cog e LCE 4 il o

el 0

LOphtCrack s S1,5" s 31 aseei (2 5T 5 Ol S1S" 0 240 LCE 51530 0
9?‘}6L9W)‘@%j=}yﬁ4ﬁbﬁa|-\.&Lﬂlf“"* w)‘.a\\ @)UJ}&C}.«"
O T P U WSWRCH Nt <K g (RPN PR PO - P P IS PRUP R

‘)Vﬁéﬁau&ﬁduj‘)ﬂLCG.g:.m‘@u).ﬁug_.}_}fﬁfjé‘)‘wé_iig.));

el a0y sj;i&)ﬁdlj\:céééurw&m}mﬂdf;r.:a

J.AL&454_“5@a:l.d:.w'Lh.))}_m._a_()J}_a.;SJ_{LS‘JJU,Z})F)"LCC;LA)\}Q'rJJ
5 ft.\_f@.a,_?\,c,_w\ Hybrid Attack ,Dictionary Attack ;User Info

s o el 3 g 5a A oy 2T a5 Brute Force iy, et Ol 4 G s slada

1
Cracker

2 .
Unix

3 .
Version

138



sl g (S o 0T 48 ol ey ol Brute Force iy, 4§10
J_nou);)l:LAmL@;:!A&\Ja))lfm‘(éijli.\.S?‘,fujf)ujfp:fﬁ

..u,u.u_)\?qi«>¢3‘90u5¢mu4f5|.u{dl>

12,/28/20L0 12:10:55 Lxited w udcrionary sudit
17/78/7000 17310255 +nTarad NilK ofcrinnary asir
13,238,280 13 i Ricl fnmmery’ Aandin

y TR Exild WTIM Dicl i [
12U 2000 122702005 Audilimyg sess fun cumpleted.

:LOpht Heavy Industries ¢ & b o L&T

LOPHTCRACK

139



534S ol Sa slaoy T o 5 w0 51 S LOpht Heavy Industries o5 5
sDr Mudge L. OLL s ol e 5 geelS 59,5 L Ol rkcds)&:.e/v ans bl
455 ..t DilDog

DilDog Dr Mudge

s sla S 0 555 51 (S ksl o Zatko it adls ol 45 Dr Mudge (56T

YA 350> 534S 5l lsedge 1y 09,5 cpl ks, & Conl LOPht 55 o 542 L

aalsl (6 2575 S yua bl 3 b _iewn ge a2y 53 1y 395 ails Sass 3413w Il
.2l 55 Cult of the Dead Cow b« s (Saw oIS (5K 05,5 gz 5050

L 0581 on Lal g 0T ;b J> 1 2t LOPht o5 8 glel il s 4 51
S La 0T (Silomn Gla ol 457 L5 o Jali 1y 058 ol sliael Ol g 50 it

140



The LOpht boys, from left: Silicosis , Brian Oblivion , John Tan,
Mudge , Kingpin (standing) , Space Rogue (front) , Weld Pond and
DilDog

4 0L 1 s Bls s ode kil JLo YA B YV o o o7 5030l 51 o187 5a
5SIlicosis o5,8 135 5l dijls Solgs ol a3 (o 55 4l (sla OL
el Dr Mudge o» 0lis 5 s
(o258 Olazst b &S5 pgs aibs 55 ¢t Jlo ki 66805 8 ol Sladows Jl 51, 55
Yor sgaom 03 g ot wbly IS aT ocomte SVLI o grrlale ot O gt g g 4n 3
Sl i sLaks L Sun Microsystems |2 &, , s o | S selS
ISDN 5 DSL (sLs £33 ¢l s 5 55, p i < Apple 2 ; Commodore 64
28 sl S gl o Jotls aKs dim 55 Olesstlo ol GBIV 5 &S Csls 5

.,u;xu;@t,bou>}>'

La i 3 (ai gl &S1 05 87 Iy LOpht 25,5 e S LIS e |

)o.aj_f\.l:.;\)‘sihc,é’ou:}&&\:éuwkgj)ﬁuql S Oyge opl 4l
1y 6 pdn T OT Slasetn sl S5 L 5 ai g EXliOt s <81 0T (gl s o
T3 AT a La S 5 ns e 515 b S Kos Ll s Caliss o s
aS oL Exploit i gl .t 5 s EXPIOIt s o i OT (gl 5 el b (5 5 s
S 3 55 5 08 05,8 e 15 S e oslizl ba (e 4 3585 61 6 S sl 03 S

g:,wd‘ a.ﬁj.a.;

1
Boston, Massachusetts area

141



Space Rogue Brian Oblivion Kingpin
‘7
£ o
- umn,..l |
| _

Gl S el 015 by asS Olis s oS ola 6 pds eunl SILOPht o5 8
oy S 5345 Sl 0T la S0a o Lo 8 cpl gl oy (om0 s s s 40 355
ok OTas 5038 @l 315 (ol & (s (510 (on 5 5alS 55 (60 e 03,55
5585 6l m 6 T et 1 s ¢ Ol ) &SL Loyl 5 55 5148 ST e ol
@l ol L 81" aS ol 0T a5 oo alis ol (gl Olas g 657 Jlto .S o 05linal
L 5L e oy S5 Jro (63585 ol 5 ol iy oo oy 5 U )3 des 4T il e
S Lo 055 5L 0T iy 53 b (el bl 4 g 55 ) &l Jol 5> o>
VU 1 6 ety 03,87 5L 1y Joid a1 0ty &S0 SLS 1 (nd Wl 5 (0 S S
Sleds 03ls 1 Jol> Ll s ‘ojj_? o= L;an,;n."..\_wﬁ Sl s 4 day e iS
29 Olslize 4 ol la 4 >1 b 5 s o3l Cel (gl o sl

e 4, LOpht 05,8 Lol slael 5| an 0S5 Yorr Jlo w4l
Coilnib 6,8 slo ol edimals 15 T sdoute YL g5 ol s &S
o3 sampds Hlab ol @stake s oS8 as Sl Ol o ghans 0355

3L i WWW.atstake.com 4 www.LOpht.com jles 5 ol ol

! Back Door

142



Mo Yoo F L 51 8 @stake oS 5 Slides S 50 Ol ye 4058 ol 055 o
B3 ki 5l 53 il o Sl 45 saze 5 Sl S8 1 (S Ol
... s Windows password auditing tool « Anti Sniff ; Web Proxy «l.>

.,\;}:ﬂ@UM&W&AML«L&)KJQ}T&WU”};

143



Yo

Flash 9 CD &8 5 3b gesme 09

e S e g ) i (Sl S pelS ST S o Agltie S (S 0l san
Flash yCD 03 550 moeo o0 b LT pte 5 b 51 e gl ol 5 11
L omlss oy = Sl L Lo Wi o i g 61 68 4 byl Y sons ol n
Azes | 1 L6 Auto Play ;Open sle < 8 Sl

0 4S ol LS L (il Ol s Lyl Iy dhe 1 Led 5 palS oS ol (sl Jl
(i G2 b 515 e 0T (06 5 50slS” Jole s o 5 s Flash s CD 05 57 5L ol
o 51 B0 O3k 65 30 ol oSS (Sl ele el S 3 0k e sla Juls
S L ealS @ g s gt ol OT (655 3 2 5o Loyl 1 o8 il alae Ll 5
Aile dal g 0 g (S5 JT 51 Lo 2

Jole i by (LS 65 n (S le sla (il 53 0l ol sl file o
b iy e 3 5 SUST G L 5 015 gr o ST S50 53 5 4B 3 5 Ol
IR 53 i Stel rosdle 58 (b ctomen il Sy adsl Sl 4 1, (e
3 5l 53 Gl (sl oslizl (1 S0 (lime Jole gt &5

S 03 ol it S5 (5T ol (ime 0 (S jlomn pbile STl S50 p5Y
el o 3 0l e ST il gl sl s e
VMware Workstation L s Windows Virtual PC . VirtualBox o sres
23S eslatul

144



	Binder1
	طرح جلد
	مقدمه

	متن

